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Signs, verifies, encrypts and decrypts CMS messages (RFC 5652) in pure
Elixir: the .p7s signatures, .p7m encrypted files and .p7b certificate
bundles of S/MIME, signed documents and many other systems.
	No NIF and no openssl binary. Everything runs on top of :crypto and
:public_key, which come with OTP.
	Signatures. RSA (PKCS #1 v1.5 and PSS), ECDSA on the NIST and
brainpool curves, Ed25519 and Ed448; the content inside the message or
detached, and read as a stream; signers checked against the roots you
trust; more signers, countersignatures and time-stamps added without
breaking the signatures already there.
	Encryption. EnvelopedData and AuthEnvelopedData for certificates
(RSA-OAEP, ECDH, X25519, X448), shared keys and passwords, with AES-CBC,
AES-GCM, AES-CCM or ChaCha20-Poly1305. EncryptedData, DigestedData and
AuthenticatedData too.
	Checked against other implementations. The test suite has OpenSSL,
LibreSSL, GnuTLS and Java's jarsigner verify what it signs, and OpenSSL
decrypt what it encrypts; it reads what they and Python's cryptography
write, and the examples of RFC 4134 and RFC 9216.
	Safe with untrusted input. Bounded parsing, no atoms made from the
input, SHA-1 and short RSA keys refused by default, decryption errors that
tell nothing about the secrets (RFC 3218), and no key or password in
inspect/1 or in error messages.

Installation
def deps do
  [{:cmsex, "~> 0.1"}]
end
Elixir 1.16 or later, OTP 26 or later. No other dependencies.
Usage
The examples use the keys and certificates of RFC 9216, which anyone can
use for tests: Alice and Bob, under a sample RSA certification authority.
They run as a test of the project, in this order.
Signing
alice = %{certificate: File.read!("alice.crt"), key: File.read!("alice.key")}
pdf = File.read!("contract.pdf")

{:ok, p7s} = Cmsex.sign(pdf, alice, detached: true)
File.write!("contract.pdf.p7s", p7s)
The certificate is X.509 in DER. The key is PKCS #8, PKCS #1 or SEC 1 in
DER, or a key record of :public_key. From PEM files:
[{:Certificate, certificate, _}] = :public_key.pem_decode(File.read!("alice.pem"))
[{:PrivateKeyInfo, key, _}] = :public_key.pem_decode(File.read!("alice.key.pem"))
alice = %{certificate: certificate, key: key}
And from a .pfx file, with the pkcs12
package:
p12 = PKCS12.decode!(File.read!("alice.pfx"), "password")
alice = %{certificate: p12.certificate, key: p12.private_key, chain: p12.ca_certificates}
:chain holds the intermediate certificates, which go in the message with
the signer's own. The defaults are SHA-256, PKCS #1 v1.5 for RSA, and signed
attributes with the signing time and the CMSAlgorithmProtection attribute
(RFC 6211), which binds the algorithms to the signature. A list of signers
signs with each. The options choose PSS, another hash, the subject key
identifier, more attributes, or none at all: see Cmsex.sign/3 and
Cmsex.Signer. The message is DER; Cmsex.PEM.encode/2 makes it PEM.
Verifying
root = File.read!("ca.crt")

case Cmsex.verify(File.read!("contract.pdf.p7s"), content: pdf, trust: [root]) do
  {:ok, %Cmsex.Verified{signers: [signer]}} -> signer.certificate
  {:error, %Cmsex.Error{reason: :digest_mismatch}} -> raise "the document changed"
  {:error, %Cmsex.Error{reason: :untrusted}} -> raise "not signed by anyone we trust"
  {:error, error} -> raise error
end
Every function that takes a message takes it in DER, BER or PEM. Errors come
as {:error, %Cmsex.Error{reason: reason}}, and the bang variants, such as
Cmsex.verify!/2, raise them; Cmsex.Error lists the reasons. By default
every signer must verify; signers: :any needs one, and
Cmsex.verify_each/2 gives the result of each.
Trust
A valid signature is not trust. Without :trust, {:ok, verified} only
says that the key of a certificate signed the content, and that certificate
may have come in the message itself, from anyone. With :trust, the path
from each signer to one of the roots is built from the certificates of the
message and of the :certificates option, and validated by
:public_key.pkix_path_validation/3 at the current time. The key usage of
the signer must allow signatures.
{:ok, verified} = Cmsex.verify(p7s, content: pdf, trust: [root])
[%{certificate: certificate, path: [^root, certificate], signing_time: time}] = verified.signers
Two things are left to the application:
	Revocation. The library does not fetch CRLs or ask OCSP responders.
:path_validation takes the options of :public_key.pkix_path_validation/3,
such as a :verify_fun that checks revocation.
	Time. The signing time is what the signer claims, never the time at
which the path is validated. A signature that must outlive its
certificate needs a time-stamp from a time-stamping authority
(RFC 3161), checked on its own.

Large content
stream = File.stream!("backup.tar", 1_048_576)
{:ok, p7s} = Cmsex.sign({:stream, stream}, alice)
{:ok, _verified} = Cmsex.verify(p7s, content: {:stream, stream})
A stream is read once, in its chunks, for all the digests, and makes a
detached message. A digest computed elsewhere goes as
{:digest, :sha256, digest}. EdDSA without signed attributes signs the
whole content, so it needs the content in memory.
Certificate bundles
{:ok, p7b} = Cmsex.certs_only([alice.certificate, root])
File.write!("chain.p7b", Cmsex.PEM.encode(p7b, :pkcs7))

{:ok, [_alice, _root]} = Cmsex.certificates(File.read!("chain.p7b"))
Cmsex.certificates/2 also gives the certificates of a signed message.
More signers, countersignatures and time-stamps
bob = %{certificate: File.read!("bob.crt"), key: File.read!("bob.key")}
{:ok, p7s} = Cmsex.sign(pdf, alice, detached: true)

# Bob signs the same document
{:ok, p7s} = Cmsex.add_signer(p7s, bob, content: pdf)

# and countersigns the signature of Alice, the first signer
{:ok, p7s} = Cmsex.countersign(p7s, 0, bob)

{:ok, %{signers: [%{countersignatures: [_bob]}, _bob_signer]}} =
  Cmsex.verify(p7s, content: pdf, trust: [root], countersignatures: true)
These functions keep the bytes of everything they do not change, so every
signature of the message still verifies, here and in other tools, and the
positions of the signers stay the same. A time-stamp goes in the same way,
as an unsigned attribute over the signature value:
{:ok, %Cmsex.SignedData{signer_infos: [alice_info | _]}} = Cmsex.decode(p7s)
token = MyApp.TSA.time_stamp(Cmsex.SignerInfo.signature(alice_info))

attribute = Cmsex.Attribute.new(:time_stamp_token, [token])
{:ok, p7s} = Cmsex.add_unsigned_attribute(p7s, 0, attribute)
Keys in an HSM or a KMS
The key of a signer can be a function, called with what to sign:
alice = %{
  certificate: File.read!("alice.crt"),
  key: fn %{digest: digest} -> MyApp.KMS.sign("alice", digest) end
}

{:ok, _p7s} = Cmsex.sign(pdf, alice)
It gets the digest, the hash and the scheme, and returns
{:ok, signature}; the signature is checked against the certificate before
the message is written. Cmsex.decrypt/2 takes a function as the key too.
See Cmsex.Signer.
Encrypting
bob_encryption = File.read!("bob-encryption.crt")
{:ok, p7m} = Cmsex.encrypt(pdf, bob_encryption, cipher: :aes256_gcm)

credentials = [key: File.read!("bob-encryption.key"), certificate: bob_encryption]
{:ok, %Cmsex.Decrypted{content: ^pdf}} = Cmsex.decrypt(p7m, credentials)
A message can have many recipients, of three kinds: the holder of a
certificate, with RSA-OAEP for an RSA key and ephemeral-static ECDH for an
EC, X25519 or X448 key; whoever holds a key shared by other means; and
whoever knows a password.
backup_key = :crypto.strong_rand_bytes(32)

recipients = [
  bob_encryption,
  Cmsex.Recipient.kek(backup_key, "backup key 2026"),
  Cmsex.Recipient.password("correct horse battery staple")
]

{:ok, p7m} = Cmsex.encrypt(pdf, recipients, cipher: :aes256_gcm)

{:ok, %{content: ^pdf}} = Cmsex.decrypt(p7m, kek: {"backup key 2026", backup_key})
{:ok, %{content: ^pdf}} = Cmsex.decrypt(p7m, password: "correct horse battery staple")
The default cipher is AES-256-CBC, in an EnvelopedData, because every
reader of CMS knows it. CBC has no integrity check: a changed message can
decrypt to garbage instead of failing. An authenticated cipher, such as
:aes256_gcm, makes an AuthEnvelopedData (RFC 5083), where any change
fails; use it when the recipients can read it, or sign the content.
Whatever goes wrong with the secrets, a wrong key, a key that does not
unwrap, a padding or a tag that does not check, gives the same
:decryption_failed, on purpose. The content to encrypt is a binary.
Digests and MACs
{:ok, digested} = Cmsex.digest(pdf)
{:ok, %Cmsex.DigestedData{content: ^pdf}} = Cmsex.verify_digest(digested)

mac_key = :crypto.strong_rand_bytes(32)
{:ok, authenticated} = Cmsex.mac(pdf, Cmsex.Recipient.kek(mac_key, "partner key 1"))
{:ok, %Cmsex.Authenticated{content: ^pdf}} =
  Cmsex.verify_mac(authenticated, kek: {"partner key 1", mac_key})
A digest only shows that the content was not changed by accident: whoever
changes it can write a new digest. A MAC shows that the content comes from
someone who had the MAC key. With a shared key or a password, that is
someone who holds it; with a certificate as the recipient, it is anyone who
has the certificate. To show who wrote the content, sign it.
Messages from untrusted sources
The input of verify/2, decrypt/2, decode/2 and the others can come
from anyone. Parsing is bounded: the depth of the encoding, the number of
elements, signers, certificates, attributes and recipients have limits,
which the options lower:
{:ok, _verified} =
  Cmsex.verify(p7s,
    content: pdf,
    trust: [root],
    max_elements: 10_000,
    max_certificates: 16,
    max_signers: 4
  )
A password recipient sets its own PBKDF2 iteration count, so
Cmsex.decrypt/2 refuses more than :max_iterations (2,000,000, about a
quarter of a second on a laptop). Bound the size of the messages you
accept, and put a timeout around the call. See SECURITY.md
for the threat model.
Cmsex.decode/2 reads a message without verifying or decrypting it, and
returns its structure: Cmsex.SignedData, Cmsex.EnvelopedData,
Cmsex.EncryptedData, Cmsex.DigestedData or Cmsex.AuthenticatedData.
What it reads
		
	Signatures	RSA PKCS #1 v1.5 (rsaEncryption and the combined OIDs), RSASSA-PSS (RFC 4056), ECDSA on P-256, P-384, P-521 and the brainpool curves, Ed25519 and Ed448 (RFC 8419)
	Digests	SHA-224, SHA-256, SHA-384, SHA-512, SHAKE256 for Ed448, and SHA-1 with allow_sha1: true; never MD5
	Signed data	content inside or detached, with or without signed attributes, signers by issuer and serial number or by subject key identifier, countersignatures, certificate bundles, and the PKCS #7 messages whose content is not an OCTET STRING
	Attributes	content-type, message-digest, signing-time, CMSAlgorithmProtection (RFC 6211), signing-certificate and signing-certificate-v2 (RFC 5035), countersignature; the others come as Cmsex.Attribute
	Content encryption	AES-128/192/256 in CBC (RFC 3565), GCM and CCM (RFC 5084), ChaCha20-Poly1305 (RFC 8103), Triple-DES, and RC2 when :crypto has it
	Recipients	RSAES-OAEP (RFC 3560) and RSA PKCS #1 v1.5; ephemeral-static ECDH on the NIST and brainpool curves (RFC 5753), X25519 and X448 (RFC 8418), with the KDF of ANSI X9.63 or HKDF; shared keys with AES key wrap (RFC 3394, RFC 5649) or the Triple-DES and RC2 key wraps (RFC 3217); passwords with PBKDF2 (RFC 3211)
	Digests and MACs	DigestedData; AuthenticatedData with HMAC-SHA-1 to HMAC-SHA-512, with and without authenticated attributes
	Encoding	DER and BER (indefinite lengths, segmented strings, as openssl cms -stream writes); PEM with the CMS or the PKCS7 label

Not supported: DSA signatures (:unsupported_algorithm), compressed data
(RFC 3274), KEMRecipientInfo (RFC 9629) and OtherRecipientInfo.
A CMSAlgorithmProtection attribute that names another digest or signature
algorithm than its SignerInfo fails with :algorithm_mismatch. OpenSSL 3.6,
LibreSSL 3.3 and GnuTLS 3.8 do not check the attribute, and verify such a
message, so a message they accept may be refused here.
The fixtures of the test suite are messages signed by OpenSSL 3, LibreSSL,
GnuTLS, Python's cryptography and Java's jarsigner, and encrypted by
OpenSSL 3, LibreSSL and Python, for each algorithm they write; the examples
of RFC 4134; and a negative corpus of changed and malformed messages, each
with the error it must give. CI runs it on OTP 26 to 29, and on an OpenSSL 3
without the legacy provider.
What it writes
		Default	Options
	SignedData	SHA-256; RSA PKCS #1 v1.5, ECDSA, Ed25519 with SHA-512 and Ed448 with SHAKE256 (RFC 8419); content-type, message-digest, signing-time and CMSAlgorithmProtection attributes; issuer and serial number	RSASSA-PSS, SHA-224/384/512, subject key identifier, more attributes, no signing time, no attributes, detached
	EnvelopedData	AES-256-CBC; RSA-OAEP with SHA-256; ECDH with the X9.63 KDF of the size of the curve, X25519 and X448 with HKDF, and AES key wrap; shared keys with AES key wrap; passwords with PBKDF2-HMAC-SHA-256, 600,000 iterations, and AES-256	AES-128/192-CBC, the OAEP hash, the KDF and the key wrap, AES key wrap with padding, the iterations
	AuthEnvelopedData	with an authenticated cipher: AES-GCM, AES-CCM or ChaCha20-Poly1305, and a tag of 16 bytes	the tag size, authenticated attributes
	EncryptedData	AES-256-CBC, with a key you give	AES-128/192-CBC
	DigestedData	SHA-256	SHA-224/384/512
	AuthenticatedData	HMAC-SHA-256	HMAC-SHA-224/384/512, authenticated attributes

It never writes SHA-1 or MD5, RSA PKCS #1 v1.5 key transport (RFC 3218),
Triple-DES or RC2. The output is DER, with the versions of RFC 5652, and
random keys, IVs and salts from :crypto.strong_rand_bytes/1.
The test suite has other implementations read what it writes. OpenSSL 3,
LibreSSL and GnuTLS's certtool verify its signatures with each algorithm,
inside and detached, with both identifiers, with and without signed
attributes, with one and two signers, and after add_signer/3,
countersign/4 and add_unsigned_attribute/4; jarsigner verifies them as
the signatures of JAR files. What they do not verify:
	LibreSSL 3.3, that of macOS: EdDSA.
	OpenSSL: Ed25519 without signed attributes, and Ed448 at all; OpenSSL 3.0
has no Ed25519 in CMS at all.
	GnuTLS: Ed448 with signed attributes.
	jarsigner: signers identified by subject key identifier.

OpenSSL 3 decrypts what it encrypts, except X25519 and X448, which OpenSSL
does not decrypt even from its own messages, the HKDF of RFC 8418, AES key
wrap with padding for a shared key, AES-CCM, ChaCha20-Poly1305, and AES-GCM
with a 12-byte tag. LibreSSL has neither ECDH nor AuthEnvelopedData. Python's
cryptography decrypts only RSA PKCS #1 v1.5, which Cmsex does not write.
Performance
On an Apple M-series laptop, OTP 27 with OpenSSL 3.6, the median of many
calls (mix run bench/sign.exs, bench/verify.exs and bench/encrypt.exs).
Signing and verifying 1 KiB:
	Algorithm	Sign	Verify	Verify with :trust
	RSA-2048	0.87 ms	0.061 ms	0.19 ms
	RSA-3072	2.2 ms	0.083 ms	0.21 ms
	P-256	0.074 ms	0.096 ms	0.24 ms
	P-384	0.31 ms	0.35 ms	0.49 ms
	Ed25519	0.12 ms	0.12 ms	0.26 ms
	Ed448	0.21 ms	0.18 ms	0.32 ms

A message with three signers (RSA-2048, P-256 and Ed25519) and ten
certificates verifies in 0.36 ms, and in 0.79 ms with :trust. Reading the
RSA-2048 message with decode/2 takes 0.017 ms; reading and the checks take
about as long as the RSA operation itself (0.025 ms), and with the other
algorithms, and with a path to validate, the public-key operations take most
of the time.
A 100 MiB stream signs and verifies in 46 ms with P-256, in chunks of
64 KiB or of 1 MiB alike: the time of SHA-256.
Encrypting and decrypting 1 KiB:
	Recipient	Encrypt	Decrypt
	RSA-2048, OAEP	0.050 ms	0.87 ms
	RSA-3072, OAEP	0.074 ms	2.2 ms
	P-256, ECDH	0.11 ms	0.11 ms
	P-384, ECDH	0.39 ms	0.40 ms
	X25519	0.13 ms	0.12 ms
	X448	0.29 ms	0.28 ms
	Shared key	0.012 ms	0.012 ms
	Password, 600,000 iterations	70 ms	70 ms

And 100 MiB, with a shared key:
	Cipher	Encrypt	Decrypt
	AES-256-CBC	105 ms	18 ms
	AES-256-GCM	17 ms	15 ms
	AES-256-CCM	125 ms	124 ms
	ChaCha20-Poly1305	60 ms	58 ms

CBC encrypts one block after the other, and decrypts them in parallel. An
HMAC-SHA-256 over a 100 MiB stream, with mac/3 or verify_mac/2, takes
45 ms.
The work is in :crypto, on OpenSSL. The digests of a stream are updated
chunk by chunk, so each call stays short; PBKDF2 runs on a dirty scheduler.
Development
mix test
mix precommit   # format, warnings, Credo and tests, before a commit
mix dialyzer
The fixtures are made by the project, and committed because CI does not
have every generator:
	test/fixtures/generated: keys and certificates, and messages signed by
OpenSSL 3, LibreSSL, GnuTLS, Python and a JDK, made by
test/support/gen_fixtures.sh;
	test/fixtures/encrypted: recipients, and messages encrypted by OpenSSL 3,
LibreSSL, Python and Cmsex itself, made by test/support/gen_encrypted.sh;
	test/fixtures/rfc4134 and test/fixtures/rfc9216: the examples of those
RFCs, taken from their text by test/support/extract_rfc4134.exs and
test/support/extract_rfc9216.exs.

The interop tests (mix test --only interop) run the tools they find on the
system and skip the others; test/support/interop.ex lists the variables
that point to them, and CMSEX_REQUIRE_INTEROP makes a missing one fail.
CI runs them with OpenSSL 3, GnuTLS, Python and a JDK. The fuzz tests run
with mix test --only fuzz, FUZZ_ROUNDS times (5,000 by default).
References
	RFC 5652, Cryptographic Message Syntax (CMS)
	RFC 5083, AuthEnvelopedData
	RFC 3370, RFC 5754, RFC 3565, RFC 5084, RFC 8103, algorithms in CMS
	RFC 4055, RFC 4056, RFC 3560, RSASSA-PSS and RSAES-OAEP
	RFC 5753, RFC 8418, RFC 8419, elliptic curves, X25519, X448, Ed25519 and Ed448 in CMS
	RFC 3211, RFC 3394, RFC 5649, RFC 3217, passwords and key wraps
	RFC 6211, CMSAlgorithmProtection
	RFC 5035, signing-certificate-v2
	RFC 3218, the million message attack on PKCS #1 v1.5
	RFC 3161, time-stamps
	RFC 7468, PEM
	RFC 4134 and RFC 9216, examples

License
Apache-2.0: see the LICENSE and NOTICE files.


  

    Security

Reporting a vulnerability
Please do not open a public issue. Use GitHub's
private vulnerability reporting
on this repository ("Security" tab, "Report a vulnerability"). You should get
an answer within a week. Fixes are released for the latest minor version.
Threat model
The library is meant to read messages from anyone: a signature that comes
with a document, an encrypted file from a partner, a certificate bundle
from a server. The attacker controls every byte of the message and wants:
	a forged or changed message accepted as valid;
	the result to name the wrong signer, or to cover other content than the
one the caller holds;
	a weaker algorithm than the signer used;
	to learn the content of an encrypted message, or the key of a recipient,
from how decryption fails;
	to stop or slow down the process: CPU, memory, atoms.

Out of the model: an attacker who holds the private key of a signer or of a
recipient, or who chooses the roots given to :trust; and flaws of the
OpenSSL that :crypto uses, which does the operations with private keys.
When it writes, the input comes from the application and is trusted; the
section on writing below covers what the written message protects.
Malformed input
	Every function returns {:error, %Cmsex.Error{}} for any message it
cannot read, and does not raise on malformed input. The fuzz tests feed
changed and random messages to every reader, to decryption and MACs with
each kind of credentials, and to every function that changes a message,
to check that.
	Parsing is bounded. :max_depth (32) limits the nesting of the encoding,
:max_elements (100,000) the elements at all levels, :max_signers (64),
:max_certificates (256), :max_attributes (64) and :max_recipients
(64) what the message may hold. Every length is checked against the input
before it is read, and nothing is allocated from a declared length.
	Nothing from the message becomes an atom. Unknown algorithms, attributes
and content types are reported by their OID, as a tuple.
	The memory used is the input and what the caller walks through. The
content and the certificates of the result are parts of the input binary,
which they keep alive: copy them with :binary.copy/1 to keep a small
part of a large message. Bound the size of the messages you accept; the
library does not.

Signatures
	A valid signature is not trust. Without :trust, {:ok, verified} only
says that the key of a certificate signed the content, and that
certificate may have come in the message itself, from the attacker. With
:trust, each signer needs a path to one of the roots, validated by
:public_key.pkix_path_validation/3 at the current time, and a key usage,
if any, that allows digitalSignature or nonRepudiation.
	By default every signer must verify (signers: :all), so a message with
one valid signer and one forged is refused. A message without signers,
such as a certificate bundle, is :no_signers, never a success.
	Algorithm substitution: the CMSAlgorithmProtection attribute (RFC 6211)
is written by default, and checked when present; a combined signature
OID must name the digest algorithm of the signer; the parameters of
RSASSA-PSS must match those of a PSS key (RFC 4056).
	SHA-1 is refused unless allow_sha1: true, since collisions with a
chosen prefix are practical; it is never used to sign. MD5 is always
refused. RSA keys shorter than :min_rsa_bits (2048) are refused.
	Content confusion: content given for a message that carries its own is
:unexpected_content, and the result holds the content that was
verified, never another. The content-type attribute is checked against
the type of the content, so that a time-stamp token, for example, is not
taken as plain data.
	When several certificates match the identifier of a signer, as a forged
one with the issuer and serial number of the real one, each is tried, and
the result names the one that verified.
	The RSA signature check is the one of :crypto, which compares the whole
encoding of the DigestInfo. The negative corpus has a forgery for e = 3
with garbage after the DigestInfo, which must fail.
	The signing-time attribute is what the signer claims. It is returned as
such, and never used as the time of the path validation.
	Unsigned attributes, countersignatures and time-stamps among them, are
not covered by the signature: anyone can add, remove or change them.
Countersignatures are verified only with countersignatures: true;
time-stamp tokens are not verified by this library.

Decryption
	Uniform errors. Everything that depends on a secret fails with the
same :decryption_failed: a wrong key, a key wrap whose integrity check
fails, a CBC padding or a tag that does not check, a changed message.
What does not depend on a secret is told apart: a malformed message, an
unsupported algorithm, a limit, no recipient for the credentials given.
	RSA PKCS #1 v1.5. The library reads this key transport and never
writes it. A padding that does not check gives a random key of the
expected size, as RFC 3218, 2.3 asks, so the failure comes from the
content, as with a good padding of a wrong key, and in about the same
time. The test suite checks both: the error, and the times, against the
time saved by stopping at the padding. The padding is checked with masks,
over every byte, rather than with branches; the BEAM gives no guarantee
of constant time, which is why the times are measured. With the key in an
HSM, given as a function, a padding that does not check should give
:error, which becomes a random key too; how long the HSM takes to say
so is up to it.
	CBC has no integrity. An EnvelopedData or EncryptedData with
AES-CBC, the default because every reader knows it, can be changed: a
changed IV changes the first block of the content in a way the attacker
chooses, and other changes decrypt to garbage instead of failing. The
library gives no padding oracle, but an application that reacts
differently to the garbage, such as by failing to parse it, may become
one. Use an authenticated cipher, which makes an AuthEnvelopedData where
any change fails, or sign the content.
	No origin. Anyone who has the certificate of a recipient can encrypt
to it, so a message that decrypts says nothing about who sent it. Sign
the content when that matters.
	Passwords. The sender chooses the PBKDF2 iteration count, so
Cmsex.decrypt/2 refuses more than :max_iterations (2,000,000) before
any derivation. Whoever has a message encrypted to a password can try
passwords offline, as fast as PBKDF2 allows; the library writes 600,000
iterations of HMAC-SHA-256 by default, as recent guidance asks, but only
a long random password protects such a message well.
	Key agreement. The public key of the sender must be on the curve of
the recipient, and an X25519 or X448 shared secret of zeros, from a key
of low order, is refused (RFC 7748, 6).
	What is not protected: the unprotected attributes of an EnvelopedData,
the unauthenticated attributes of an AuthEnvelopedData, the identifiers
of the recipients and of shared keys, and the certificates of the
OriginatorInfo, which are not validated.

MACs
	An AuthenticatedData MAC shows that the content comes from someone who
had the MAC key, and nothing more. With a shared key or a password, that
is someone who holds it; with a certificate as the recipient, RSA or
ephemeral ECDH, anyone who has the certificate can write such a message
(RFC 5652, 14). Sign the content to show who wrote it.
	The MAC is compared in constant time, with :crypto.hash_equals/2, and a
MAC that does not check gives the same :invalid_mac as a key that does
not unwrap. A MAC key shorter than 16 bytes is not taken.
	A DigestedData shows that the content was not changed by accident.
Whoever changes the content can write a new digest.

Secrets in memory
	inspect/1 leaves out the key of Cmsex.Signer, the key and the
password of Cmsex.Recipient, and the content of Cmsex.Decrypted.
Neither a Cmsex.Error nor the message of an ArgumentError shows key
material, a password or the content: an argument of the wrong kind is
named by its kind only.
	Keys, passwords and decrypted content are binaries like any other. The
BEAM copies binaries and frees them when the garbage collector decides;
there is no way to wipe them. Keep them in as few processes as possible,
and do not log the results with tools that bypass inspect/1.
	A key given as a function stays where it is, in an HSM, a token or a
KMS; only the digest to sign, or the value to decrypt, goes to it.

Side channels
The operations with private keys run in :crypto, on OpenSSL. MACs,
digests and the integrity checks of the key wraps are compared with
:crypto.hash_equals/2. The AES key wrap
(RFC 3394, RFC 5649), the key wraps of RFC 3211 and RFC 3217 and the
PKCS #1 v1.5 padding check are written in Elixir over :crypto, with the
care above, but without any guarantee of constant time.
What the library does not check
	Revocation. Give a :verify_fun in :path_validation to check CRLs or
OCSP.
	Extended key usage and certificate policies of a signer, which depend on
the application; :path_validation takes them too.
	Time-stamps, and so when a signature was made: the time is the current
one, and the signing-time attribute is a claim.
	What the content means, such as the MIME structure of S/MIME.

Writing
	Content-encryption keys, MAC keys, IVs, nonces, salts and ephemeral keys
come from :crypto.strong_rand_bytes/1 and :crypto.generate_key/2,
the random generator of OpenSSL. Each message has a new
content-encryption key, so a random GCM nonce is never used twice with
the same key.
	It never writes SHA-1, MD5, RSA PKCS #1 v1.5 key transport, Triple-DES or
RC2, and signs with RSA keys of at least :min_rsa_bits.
	The library checks that the private key of a signer is the key of its
certificate, not that the certificate is valid or trusted. A signature
made by a function is verified against the certificate before the
message is written, unless verify_signature: false, so that a faulty
HSM or KMS does not produce messages that do not verify.
	Cmsex.encrypt_with_key/3 uses the key it is given, for as many
messages as the caller wants, with a new IV for each. Cmsex.Recipient.kek/3
with Cmsex.encrypt/3 is often the better choice: a new key for each
message, an authenticated cipher if wanted, and the identifier of the key
in the message.
	As when reading, keys and passwords are binaries in the memory of the
calling process, which the BEAM cannot wipe.



  

    Changelog

All notable changes to this project are documented here. The format follows
Keep a Changelog, and the project uses
Semantic Versioning.
0.1.0 - 2026-10-24
The first release.
Added
	Cmsex.decode/2: reads any CMS message, in DER, BER or PEM, into the
struct of its type, without verifying or decrypting it: Cmsex.SignedData,
Cmsex.EnvelopedData (with AuthEnvelopedData), Cmsex.EncryptedData,
Cmsex.DigestedData and Cmsex.AuthenticatedData.
	Cmsex.certificates/2: the certificates of a SignedData message, such as
a .p7b bundle.
	Cmsex.verify/2: verifies the signers of a SignedData message, with the
content inside, detached, as a stream or as a ready digest. RSA PKCS #1
v1.5 and RSASSA-PSS, ECDSA on the NIST and brainpool curves, Ed25519 and
Ed448. Signed attributes are checked: content-type, message-digest,
CMSAlgorithmProtection, signing-certificate and signing-certificate-v2.
:trust validates a path from each signer to the roots given, with the
intermediate certificates of the message or of :certificates, and
:path_validation passes options to :public_key. signers: :any
takes one valid signer; countersignatures: true verifies the
countersignatures too.
	Cmsex.verify_each/2, the result of each signer, and
Cmsex.verify_countersignature/3, one countersignature on its own.
	Cmsex.sign/3: signs with one or more Cmsex.Signer, a key in DER, a
key record of :public_key, or a function, for a key in an HSM or a KMS.
The content inside or detached, a stream, or a ready digest; SHA-224 to
SHA-512, PSS, the signer identified by issuer and serial number or by
subject key identifier, more signed and unsigned attributes, no
attributes at all.
	Cmsex.certs_only/2: a certificate bundle, with revocation lists.
	Cmsex.add_signer/3, Cmsex.countersign/4 and
Cmsex.add_unsigned_attribute/4: change a SignedData message without
breaking the signatures already in it, such as to add a time-stamp
token.
	Cmsex.encrypt/3: an EnvelopedData message, or an AuthEnvelopedData
with an authenticated cipher, for any number of recipients
(Cmsex.Recipient): certificates with RSA-OAEP, ECDH on the NIST and
brainpool curves, X25519 and X448, with the KDF of X9.63 or HKDF; shared
keys with AES key wrap, with or without padding; passwords with PBKDF2.
AES-CBC, AES-GCM, AES-CCM and ChaCha20-Poly1305; unprotected and
authenticated attributes.
	Cmsex.encrypt_with_key/3: an EncryptedData message, with a key the
parties share.
	Cmsex.decrypt/2: decrypts EnvelopedData, AuthEnvelopedData and
EncryptedData with a private key and its certificate, a shared key, a
password or the content-encryption key. Reads RSA PKCS #1 v1.5 key
transport, Triple-DES and RC2 too, and the Triple-DES and RC2 key wraps.
Every failure that depends on a secret is :decryption_failed, and a
PKCS #1 v1.5 padding that does not check is handled as RFC 3218 asks.
	Cmsex.digest/2 and Cmsex.verify_digest/2: DigestedData.
	Cmsex.mac/3 and Cmsex.verify_mac/2: AuthenticatedData with HMAC, with
and without authenticated attributes, for the recipients of encrypt/3.
	Every function that writes a message has a ! form that raises, and
every reader takes DER, BER and PEM.
	Cmsex.PEM: PEM with the CMS and PKCS7 labels.
	Cmsex.Attribute: builds and reads attributes, such as content-hint and
signing-certificate-v2.
	Cmsex.KeyWrap: the AES key wrap of RFC 3394 and RFC 5649.
	Cmsex.OID: the names of the OIDs the library knows.
	Cmsex.Error: one exception for every error, with a reason, a detail
and the signer it concerns.
	Limits on what a message may hold: :max_depth, :max_elements,
:max_signers, :max_certificates, :max_attributes,
:max_recipients and :max_iterations.
	SHA-1 is refused unless allow_sha1: true, MD5 always, and RSA keys
shorter than :min_rsa_bits (2048).
	Options are checked: an unknown option, one given twice or a value of
the wrong kind raises ArgumentError, which never shows a key or the
content.
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Cryptographic Message Syntax (CMS, RFC 5652) in pure Elixir: the signed,
encrypted and other messages of S/MIME, of .p7s, .p7m and .p7b
files, and of the many systems built on them.
Messages
	Type	Written by	Read by
	SignedData	sign/3, certs_only/2; changed by add_signer/3, countersign/4 and add_unsigned_attribute/4	verify/2, verify_each/2, verify_countersignature/3, certificates/2
	EnvelopedData, AuthEnvelopedData	encrypt/3	decrypt/2
	EncryptedData	encrypt_with_key/3	decrypt/2
	DigestedData	digest/2	verify_digest/2
	AuthenticatedData	mac/3	verify_mac/2

decode/2 reads any of them into its struct, without verifying or
decrypting it.
A signer is a Cmsex.Signer, a certificate with its key, and a recipient
a Cmsex.Recipient: a certificate, a shared key or a password. The
README has examples of each, with the keys and certificates of RFC 9216.
Input and output
The functions that read take a message in DER, BER or PEM, and the
functions that write return DER; Cmsex.PEM.encode/2 turns it into PEM.
Content is a binary, and for signing, verifying, digests and MACs it may
also be {:stream, enumerable}, read once, for content that does not
fit in memory.
Reading is bounded by limits on what a message may hold, listed in
decode/2, which every function that reads takes.
Errors
Every function returns {:ok, result}, or {:error, %Cmsex.Error{}} for
a message it cannot read or that does not check; the functions ending in
! return the result alone and raise the error. An argument of the
wrong kind, an unknown option or an option given twice raises
ArgumentError: it is a mistake of the calling code, not of the
message.
Examples
A digest:
iex> {:ok, cms} = Cmsex.digest("hello")
iex> {:ok, message} = Cmsex.verify_digest(cms)
iex> message.content
"hello"
Encryption with a key the parties share, here with AES-GCM:
iex> key = :crypto.strong_rand_bytes(32)
iex> recipient = Cmsex.Recipient.kek(key, "key 1")
iex> {:ok, cms} = Cmsex.encrypt("secret", recipient, cipher: :aes256_gcm)
iex> {:ok, decrypted} = Cmsex.decrypt(cms, kek: {"key 1", key})
iex> decrypted.content
"secret"
iex> {:error, error} = Cmsex.decrypt(cms, kek: {"key 1", :crypto.strong_rand_bytes(32)})
iex> error.reason
:decryption_failed
A MAC, with the same key:
iex> key = :crypto.strong_rand_bytes(32)
iex> {:ok, cms} = Cmsex.mac("content", Cmsex.Recipient.kek(key, "key 1"))
iex> {:ok, authenticated} = Cmsex.verify_mac(cms, kek: {"key 1", key})
iex> authenticated.content
"content"

      


      
        Summary


  
    Types
  


    
      
        position()

      


        The position of a signer: an integer for a signer of the message, in
the order of decode/2, or a list for a countersignature, where [0, 1]
is the second countersignature of the first signer, counted across all
its countersignature attributes. Cmsex.Error gives positions the same
way.



    





  
    Functions
  


    
      
        add_signer(cms, signers, opts \\ [])

      


        Adds signers to a SignedData message, over the content the message
signs. The message may be in DER, BER or PEM, and comes back in DER as far as
it was: what does not change keeps its bytes and its place, the other
SignerInfos, the signed part of each, the certificates and attributes
already there, and what is added goes after them. So every signature of
the message still verifies, and the positions of the signers and
countersignatures stay the same from one change to the next. The SETs
are not sorted again; an encapsulated content in BER is written in DER,
which changes no signature.



    


    
      
        add_signer!(cms, signers, opts \\ [])

      


        Like add_signer/3, but raises Cmsex.Error.



    


    
      
        add_unsigned_attribute(cms, position, attributes, opts \\ [])

      


        Adds unsigned attributes, one Cmsex.Attribute or a list, to the signer
or countersignature at position. The message may be in DER, BER or PEM, and comes back in DER as far as
it was: what does not change keeps its bytes and its place, the other
SignerInfos, the signed part of each, the certificates and attributes
already there, and what is added goes after them. So every signature of
the message still verifies, and the positions of the signers and
countersignatures stay the same from one change to the next. The SETs
are not sorted again; an encapsulated content in BER is written in DER,
which changes no signature.



    


    
      
        add_unsigned_attribute!(cms, position, attributes, opts \\ [])

      


        Like add_unsigned_attribute/4, but raises Cmsex.Error.



    


    
      
        certificates(cms, opts \\ [])

      


        The X.509 certificates of a SignedData message, in DER, in the order of
the message: the certificates of a .p7b bundle, or those a signer
included. Takes the options of decode/2.



    


    
      
        certificates!(cms, opts \\ [])

      


        Like certificates/2, but raises Cmsex.Error.



    


    
      
        certs_only(certificates, opts \\ [])

      


        A SignedData message with certificates and revocation lists and no
signers (RFC 5652, 5.2), as in a .p7b file: version 1, no digest
algorithms, id-data without content. Takes the option :crls, a list of
DER revocation lists.



    


    
      
        certs_only!(certificates, opts \\ [])

      


        Like certs_only/2, but raises Cmsex.Error.



    


    
      
        countersign(cms, position, countersigners, opts \\ [])

      


        Countersigns a signer of a message, or a countersignature: a new
SignerInfo over the signature value of the one at position, added to
it as a countersignature attribute (RFC 5652, 11.4). The message may be in DER, BER or PEM, and comes back in DER as far as
it was: what does not change keeps its bytes and its place, the other
SignerInfos, the signed part of each, the certificates and attributes
already there, and what is added goes after them. So every signature of
the message still verifies, and the positions of the signers and
countersignatures stay the same from one change to the next. The SETs
are not sorted again; an encapsulated content in BER is written in DER,
which changes no signature.



    


    
      
        countersign!(cms, position, countersigners, opts \\ [])

      


        Like countersign/4, but raises Cmsex.Error.



    


    
      
        decode(cms, opts \\ [])

      


        Reads a CMS message without verifying or decrypting it, for inspection
and for the libraries built on this one. The message may be in DER, BER
or PEM. Returns the struct of its type



    


    
      
        decode!(cms, opts \\ [])

      


        Like decode/2, but raises Cmsex.Error.



    


    
      
        decrypt(cms, opts \\ [])

      


        Decrypts an EnvelopedData, AuthEnvelopedData or EncryptedData message,
in DER, BER or PEM.



    


    
      
        decrypt!(cms, opts \\ [])

      


        Like decrypt/2, but raises Cmsex.Error.



    


    
      
        digest(content, opts \\ [])

      


        Returns a DigestedData message in DER (RFC 5652, 7): content and its
digest.



    


    
      
        digest!(content, opts \\ [])

      


        Like digest/2, but returns the message alone.



    


    
      
        encrypt(content, recipients, opts \\ [])

      


        Encrypts content, a binary, for recipients, and returns an
EnvelopedData message in DER, or an AuthEnvelopedData (RFC 5083) when the
cipher is an authenticated one, such as AES-GCM.



    


    
      
        encrypt!(content, recipients, opts \\ [])

      


        Like encrypt/3, but raises Cmsex.Error.



    


    
      
        encrypt_with_key(content, key, opts \\ [])

      


        Encrypts content with key, a content-encryption key the parties
manage by other means, and returns an EncryptedData message in DER
(RFC 5652, 8). There are no recipients, and nothing in the message says
which key it is: decrypt/2 takes it in :content_key.



    


    
      
        encrypt_with_key!(content, key, opts \\ [])

      


        Like encrypt_with_key/3, but returns the message alone.



    


    
      
        mac(content, recipients, opts \\ [])

      


        Returns an AuthenticatedData message in DER (RFC 5652, 9): content, in
the clear, with an HMAC over it, and the MAC key, random and new for
each message, wrapped for each of recipients as in encrypt/3.



    


    
      
        mac!(content, recipients, opts \\ [])

      


        Like mac/3, but raises Cmsex.Error.



    


    
      
        sign(content, signers, opts \\ [])

      


        Signs content and returns a SignedData message in DER (use
Cmsex.PEM.encode/2 for PEM).



    


    
      
        sign!(content, signers, opts \\ [])

      


        Like sign/3, but raises Cmsex.Error.



    


    
      
        verify(cms, opts \\ [])

      


        Verifies the signers of a SignedData message, in DER, BER or PEM.



    


    
      
        verify!(cms, opts \\ [])

      


        Like verify/2, but raises Cmsex.Error.



    


    
      
        verify_countersignature(cms, position, opts \\ [])

      


        Verifies one countersignature (RFC 5652, 11.4) on its own: the one at
position, such as [0, 0] for the first countersignature of the first
signer (see position/0), against the signature value of the
SignerInfo it countersigns, which is not verified here.



    


    
      
        verify_digest(cms, opts \\ [])

      


        Checks the digest of a DigestedData message, in DER, BER or PEM, and
returns the message as decode/2 reads it, whose :content is the
content, or nil for a detached message.



    


    
      
        verify_digest!(cms, opts \\ [])

      


        Like verify_digest/2, but raises Cmsex.Error.



    


    
      
        verify_each(cms, opts \\ [])

      


        The result of each signer, rather than the first failure. Takes the
options of verify/2, except :signers.



    


    
      
        verify_mac(cms, opts \\ [])

      


        Checks the MAC of an AuthenticatedData message, in DER, BER or PEM.



    


    
      
        verify_mac!(cms, opts \\ [])

      


        Like verify_mac/2, but raises Cmsex.Error.



    





      


      
        Types


        


  
    
      
    
    
      position()



        
          
        

    

  


  

      

          @type position() :: non_neg_integer() | [non_neg_integer(), ...]


      


The position of a signer: an integer for a signer of the message, in
the order of decode/2, or a list for a countersignature, where [0, 1]
is the second countersignature of the first signer, counted across all
its countersignature attributes. Cmsex.Error gives positions the same
way.

  


        

      

      
        Functions


        


    

  
    
      
    
    
      add_signer(cms, signers, opts \\ [])



        
          
        

    

  


  

      

          @spec add_signer(
  binary(),
  Cmsex.Signer.t() | map() | keyword() | [Cmsex.Signer.t() | map() | keyword()],
  keyword()
) :: {:ok, binary()} | {:error, Cmsex.Error.t()}


      


Adds signers to a SignedData message, over the content the message
signs. The message may be in DER, BER or PEM, and comes back in DER as far as
it was: what does not change keeps its bytes and its place, the other
SignerInfos, the signed part of each, the certificates and attributes
already there, and what is added goes after them. So every signature of
the message still verifies, and the positions of the signers and
countersignatures stay the same from one change to the next. The SETs
are not sorted again; an encapsulated content in BER is written in DER,
which changes no signature.
signers is one signer or a list, as in sign/3. The new SignerInfos
go after the others; their digest algorithms join digestAlgorithms, and
the version of the message goes up to 3 when RFC 5652, 5.1 asks for it.
A detached message needs its content in :content, a binary,
{:stream, enumerable} or {:digest, hash, digest}. It must be the
content the signers there signed: their message digests are checked
before anything is signed, and a difference is :digest_mismatch with
the position of that signer. A message with its content refuses
:content (:unexpected_content).
Options: :content, the limits of decode/2, and the options of
sign/3 that are about the signers: :certificates (those of the new
signers are added to the message by default; :none; or a list of DER
certificates), :crls, :no_attributes, :min_rsa_bits, :digest,
:rsa_padding, :identifier, :signing_time and
:algorithm_protection. The content type is that of the message.

  



    

  
    
      
    
    
      add_signer!(cms, signers, opts \\ [])



        
          
        

    

  


  

      

          @spec add_signer!(
  binary(),
  Cmsex.Signer.t() | map() | keyword() | [Cmsex.Signer.t() | map() | keyword()],
  keyword()
) :: binary()


      


Like add_signer/3, but raises Cmsex.Error.

  



    

  
    
      
    
    
      add_unsigned_attribute(cms, position, attributes, opts \\ [])



        
          
        

    

  


  

      

          @spec add_unsigned_attribute(
  binary(),
  position(),
  Cmsex.Attribute.t() | [Cmsex.Attribute.t()],
  keyword()
) :: {:ok, binary()} | {:error, Cmsex.Error.t()}


      


Adds unsigned attributes, one Cmsex.Attribute or a list, to the signer
or countersignature at position. The message may be in DER, BER or PEM, and comes back in DER as far as
it was: what does not change keeps its bytes and its place, the other
SignerInfos, the signed part of each, the certificates and attributes
already there, and what is added goes after them. So every signature of
the message still verifies, and the positions of the signers and
countersignatures stay the same from one change to the next. The SETs
are not sorted again; an encapsulated content in BER is written in DER,
which changes no signature.
The attributes go after the unsigned attributes the signer has. This is
how a signature time-stamp enters a message (RFC 3161, appendix A): the
token is over Cmsex.SignerInfo.signature/1, and goes in a
:time_stamp_token attribute.
{:ok, %{signer_infos: [signer_info]}} = Cmsex.decode(cms)
token = time_stamp(Cmsex.SignerInfo.signature(signer_info))
attribute = Cmsex.Attribute.new(:time_stamp_token, [token])
{:ok, cms} = Cmsex.add_unsigned_attribute(cms, 0, attribute)
Options: the limits of decode/2. A position the message does not have
raises ArgumentError.

  



    

  
    
      
    
    
      add_unsigned_attribute!(cms, position, attributes, opts \\ [])



        
          
        

    

  


  

      

          @spec add_unsigned_attribute!(
  binary(),
  position(),
  Cmsex.Attribute.t() | [Cmsex.Attribute.t()],
  keyword()
) :: binary()


      


Like add_unsigned_attribute/4, but raises Cmsex.Error.

  



    

  
    
      
    
    
      certificates(cms, opts \\ [])



        
          
        

    

  


  

      

          @spec certificates(binary(), keyword()) ::
  {:ok, [binary()]} | {:error, Cmsex.Error.t()}


      


The X.509 certificates of a SignedData message, in DER, in the order of
the message: the certificates of a .p7b bundle, or those a signer
included. Takes the options of decode/2.

  



    

  
    
      
    
    
      certificates!(cms, opts \\ [])



        
          
        

    

  


  

      

          @spec certificates!(binary(), keyword()) :: [binary()]


      


Like certificates/2, but raises Cmsex.Error.

  



    

  
    
      
    
    
      certs_only(certificates, opts \\ [])



        
          
        

    

  


  

      

          @spec certs_only([binary()], keyword()) :: {:ok, binary()} | {:error, Cmsex.Error.t()}


      


A SignedData message with certificates and revocation lists and no
signers (RFC 5652, 5.2), as in a .p7b file: version 1, no digest
algorithms, id-data without content. Takes the option :crls, a list of
DER revocation lists.
Other tools read a .p7b in PEM mostly with the PKCS7 label:
Cmsex.PEM.encode(p7b, :pkcs7). certificates/2 reads it back.

  



    

  
    
      
    
    
      certs_only!(certificates, opts \\ [])



        
          
        

    

  


  

      

          @spec certs_only!([binary()], keyword()) :: binary()


      


Like certs_only/2, but raises Cmsex.Error.

  



    

  
    
      
    
    
      countersign(cms, position, countersigners, opts \\ [])



        
          
        

    

  


  

      

          @spec countersign(
  binary(),
  position(),
  Cmsex.Signer.t() | map() | keyword() | [Cmsex.Signer.t() | map() | keyword()],
  keyword()
) :: {:ok, binary()} | {:error, Cmsex.Error.t()}


      


Countersigns a signer of a message, or a countersignature: a new
SignerInfo over the signature value of the one at position, added to
it as a countersignature attribute (RFC 5652, 11.4). The message may be in DER, BER or PEM, and comes back in DER as far as
it was: what does not change keeps its bytes and its place, the other
SignerInfos, the signed part of each, the certificates and attributes
already there, and what is added goes after them. So every signature of
the message still verifies, and the positions of the signers and
countersignatures stay the same from one change to the next. The SETs
are not sorted again; an encapsulated content in BER is written in DER,
which changes no signature.
The countersignature goes at the end of the last countersignature
attribute of that signer, or in a new attribute at the end. Its signed
attributes are the message digest of the signature value, the signing
time and CMSAlgorithmProtection, unless turned off, and those of the
countersigner; never content-type. With no_attributes: true it signs
the signature value itself. verify/2 checks it with
countersignatures: true.
countersigners is one signer or a list, as in sign/3. Options: the
limits of decode/2, and :certificates, :crls, :no_attributes,
:min_rsa_bits, :digest, :rsa_padding, :identifier,
:signing_time and :algorithm_protection, as in add_signer/3.
A position the message does not have raises ArgumentError.

  



    

  
    
      
    
    
      countersign!(cms, position, countersigners, opts \\ [])



        
          
        

    

  


  

      

          @spec countersign!(
  binary(),
  position(),
  Cmsex.Signer.t() | map() | keyword() | [Cmsex.Signer.t() | map() | keyword()],
  keyword()
) :: binary()


      


Like countersign/4, but raises Cmsex.Error.
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          @spec decode(binary(), keyword()) ::
  {:ok,
   Cmsex.SignedData.t()
   | Cmsex.EnvelopedData.t()
   | Cmsex.EncryptedData.t()
   | Cmsex.DigestedData.t()
   | Cmsex.AuthenticatedData.t()}
  | {:error, Cmsex.Error.t()}


      


Reads a CMS message without verifying or decrypting it, for inspection
and for the libraries built on this one. The message may be in DER, BER
or PEM. Returns the struct of its type:
	Cmsex.SignedData - signed content, or a certificate bundle;
	Cmsex.EnvelopedData - encrypted content, for EnvelopedData and
AuthEnvelopedData;
	Cmsex.EncryptedData - content encrypted with a key managed by
other means;
	Cmsex.DigestedData - content with its digest;
	Cmsex.AuthenticatedData - content with a MAC.

Options, the limits on what the message may hold:
	:max_depth - nesting of the encoding (32).
	:max_elements - encoded elements at all levels (100,000).
	:max_signers - signers, and countersignatures of one signer (64).
	:max_certificates - certificates, and revocation lists (256).
	:max_attributes - attributes in one set (64).
	:max_recipients - recipients, and encrypted keys of one key
agreement recipient (64).

A ContentInfo of another type, such as a bare :data, gives
:unsupported_content_type.
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          @spec decode!(binary(), keyword()) ::
  Cmsex.SignedData.t()
  | Cmsex.EnvelopedData.t()
  | Cmsex.EncryptedData.t()
  | Cmsex.DigestedData.t()
  | Cmsex.AuthenticatedData.t()


      


Like decode/2, but raises Cmsex.Error.
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          @spec decrypt(binary(), keyword()) ::
  {:ok, Cmsex.Decrypted.t()} | {:error, Cmsex.Error.t()}


      


Decrypts an EnvelopedData, AuthEnvelopedData or EncryptedData message,
in DER, BER or PEM.
{:ok, %Cmsex.Decrypted{content: content}} =
  Cmsex.decrypt(cms, key: key_der, certificate: cert_der)

{:ok, decrypted} = Cmsex.decrypt(cms, password: "correct horse battery staple")
The credentials, one or more of:
	:key and :certificate - a private key and its certificate, in
DER (PKCS #8, PKCS #1 or SEC 1 for the key, which may also be a key
record of :public_key). The certificate finds the recipient: a
KeyTransRecipientInfo for RSA, a KeyAgreeRecipientInfo for EC, X25519
and X448, by issuer and serial number or subject key identifier. The
key may also be a function of one argument, for a key kept in an
HSM, which gets a map and returns {:ok, bytes} or {:error, term}:	%{operation: :decrypt, padding: :oaep, ciphertext:, hash:, mgf_hash:, label:} - RSAES-OAEP decryption;
	%{operation: :decrypt, padding: :pkcs1, ciphertext:} - RSA
PKCS #1 v1.5 decryption, which should itself follow RFC 3218;
	%{operation: :agree, curve:, public_key:} - the ECDH, X25519 or
X448 shared secret with the public key of the sender.


	:kek - {key_identifier, key}, for a KEKRecipientInfo with that
identifier.
	:password - for a PasswordRecipientInfo, taken as bytes.
	:content_key - the content-encryption key itself: the key of an
EncryptedData, or of any message, which skips the recipients.

The recipients that the credentials name are tried in the order of the
message, and the first that gives a key decrypts the content. Errors:
	:invalid_key, :invalid_certificate and
:key_certificate_mismatch - for the credentials.
	:recipient_not_found - no recipient for the credentials.
	:unsupported_algorithm, :not_available, :malformed, or
:limit_exceeded with detail :max_iterations - what can be told
without the secrets.
	:decryption_failed - anything else: a wrong key, a key wrap, a
padding or a tag that does not check, a message that was changed.
Nothing tells these apart, on purpose. For RSA PKCS #1 v1.5, which
the library reads but never writes, a padding that does not check
gives a random key, so that the failure comes from the content, as
RFC 3218 asks.
	:content_required and :unexpected_content - as in verify/2.
	for AuthEnvelopedData, :missing_attribute, :invalid_attribute
and :content_type_mismatch, about the content-type attribute,
once the tag has checked.

EnvelopedData and EncryptedData use CBC, which has no integrity check: a
changed ciphertext, or rarely a wrong key, can decrypt to garbage rather
than fail. AuthEnvelopedData detects both; sign the content, or use an
authenticated cipher, when that matters.
Other options:
	:content - the encrypted content of a detached message, a binary.
	:max_iterations - the most PBKDF2 iterations accepted for a
password (2,000,000), since the sender chooses them.
	the limits of decode/2.

Without any credentials, ArgumentError.
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          @spec decrypt!(binary(), keyword()) :: Cmsex.Decrypted.t()


      


Like decrypt/2, but raises Cmsex.Error.
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          @spec digest(
  binary() | {:stream, Enumerable.t()} | {:digest, atom(), binary()},
  keyword()
) ::
  {:ok, binary()}


      


Returns a DigestedData message in DER (RFC 5652, 7): content and its
digest.
{:ok, cms} = Cmsex.digest(content)
{:ok, %Cmsex.DigestedData{content: ^content}} = Cmsex.verify_digest(cms)
A digest shows that the content was not changed by accident, and
nothing more: whoever changes the content can write a new digest. To
show who wrote it, sign it, or use mac/3.
The content is a binary, {:stream, enumerable} read once, or
{:digest, hash, digest} already computed; a stream or a digest makes
a detached message.
Options:
	:digest - :sha256 (the default), :sha224, :sha384 or
:sha512. A ready digest gives its own hash.
	:content_type - the type of the content (:data), a name of
Cmsex.OID or an OID tuple.
	:detached - leave the content out of the message (false for a
binary).

The version is 0 for :data and 2 for another type (RFC 5652, 7).
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          @spec digest!(
  binary() | {:stream, Enumerable.t()} | {:digest, atom(), binary()},
  keyword()
) :: binary()


      


Like digest/2, but returns the message alone.
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          @spec encrypt(
  binary(),
  Cmsex.Recipient.t() | binary() | [Cmsex.Recipient.t() | binary()],
  keyword()
) ::
  {:ok, binary() | {binary(), binary()}} | {:error, Cmsex.Error.t()}


      


Encrypts content, a binary, for recipients, and returns an
EnvelopedData message in DER, or an AuthEnvelopedData (RFC 5083) when the
cipher is an authenticated one, such as AES-GCM.
recipients is one recipient or a list of them, each a
Cmsex.Recipient or a certificate in DER, which is taken as
Cmsex.Recipient.certificate/2 with the defaults: RSA-OAEP for an RSA
key, ephemeral-static ECDH for an EC key, X25519 or X448.
{:ok, cms} = Cmsex.encrypt(content, alice_cert_der)

{:ok, cms} =
  Cmsex.encrypt(content, [
    alice_cert_der,
    Cmsex.Recipient.kek(shared_key, "backup key 1"),
    Cmsex.Recipient.password("correct horse battery staple")
  ], cipher: :aes256_gcm)
The content-encryption key is random, new for each message, and wrapped
for each recipient. Every recipient is checked before anything is
encrypted; an error that belongs to one carries its position in
:recipient. A certificate whose keyUsage does not allow
keyEncipherment (RSA) or keyAgreement (the others) is
:invalid_recipient with detail :key_usage; a key that cannot encrypt,
such as Ed25519 or RSASSA-PSS, is :invalid_recipient with :key_type.
Options:
	:cipher - :aes256_cbc (the default), :aes128_cbc or
:aes192_cbc for EnvelopedData (RFC 3565); :aes128_gcm,
:aes192_gcm, :aes256_gcm, the same with _ccm (RFC 5084), or
:chacha20_poly1305 (RFC 8103) for AuthEnvelopedData.
	:tag_size - the size of the tag of an authenticated cipher, in
bytes (16): 12 to 16 for GCM, an even number from 4 to 16 for CCM,
16 for ChaCha20-Poly1305.
	:content_type - the type of the content (:data), a name of
Cmsex.OID or an OID tuple.
	:detached - leave the encrypted content out of the message
(false); the result is then {:ok, {cms, encrypted_content}}, and
decrypt/2 takes the encrypted content in :content.
	:unprotected_attributes - a list of Cmsex.Attribute that nothing
protects: the unprotectedAttrs of EnvelopedData, the unauthAttrs of
AuthEnvelopedData ([]).
	:authenticated_attributes - for an authenticated cipher, a list of
Cmsex.Attribute that the tag covers ([]). The content-type
attribute is written by the library, with them or for a content type
other than :data; the message-digest attribute is not written
(RFC 5083, 2.1).
	:certificates and :crls - certificates and revocation lists in
DER for the OriginatorInfo ([]).
	:min_rsa_bits - the shortest RSA key accepted (2048).

The versions are those of RFC 5652, 6.1 and of the RecipientInfos.
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          @spec encrypt!(
  binary(),
  Cmsex.Recipient.t() | binary() | [Cmsex.Recipient.t() | binary()],
  keyword()
) ::
  binary() | {binary(), binary()}


      


Like encrypt/3, but raises Cmsex.Error.
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          @spec encrypt_with_key(binary(), binary(), keyword()) ::
  {:ok, binary() | {binary(), binary()}}


      


Encrypts content with key, a content-encryption key the parties
manage by other means, and returns an EncryptedData message in DER
(RFC 5652, 8). There are no recipients, and nothing in the message says
which key it is: decrypt/2 takes it in :content_key.
Options: :cipher, a CBC one, as in encrypt/3 (:aes256_cbc), since
EncryptedData has no place for a tag; :content_type; :detached; and
:unprotected_attributes. A key that is not of the size of the cipher
raises ArgumentError.
To share a key for many messages, Cmsex.Recipient.kek/3 with
encrypt/3 is often the better choice: a new key for each message,
with an authenticated cipher if wanted, and the identifier of the key in
the message.
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          @spec encrypt_with_key!(binary(), binary(), keyword()) ::
  binary() | {binary(), binary()}


      


Like encrypt_with_key/3, but returns the message alone.
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          @spec mac(
  binary() | {:stream, Enumerable.t()} | {:digest, atom(), binary()},
  Cmsex.Recipient.t() | binary() | [Cmsex.Recipient.t() | binary()],
  keyword()
) :: {:ok, binary()} | {:error, Cmsex.Error.t()}


      


Returns an AuthenticatedData message in DER (RFC 5652, 9): content, in
the clear, with an HMAC over it, and the MAC key, random and new for
each message, wrapped for each of recipients as in encrypt/3.
{:ok, cms} = Cmsex.mac(content, Cmsex.Recipient.kek(shared_key, "key 1"))
{:ok, %Cmsex.Authenticated{content: ^content}} =
  Cmsex.verify_mac(cms, kek: {"key 1", shared_key})
A MAC tells a recipient that the content comes from someone who had the
MAC key, and that nobody changed it since. How much that says depends
on the recipients: with a KEK or a password, the sender is someone who
holds it; with a certificate, RSA or ephemeral ECDH, anyone who has the
certificate can write such a message, and it shows nothing about who
did (RFC 5652, 14). To show who wrote the content, sign it.
The content is a binary, {:stream, enumerable} read once, or
{:digest, hash, digest} already computed; a stream or a digest makes
a detached message.
Options:
	:mac - :hmac_sha256 (the default), :hmac_sha384,
:hmac_sha512 or :hmac_sha224 (RFC 4231). The key is as long as
the hash, and 32 bytes for SHA-224.
	:content_type - the type of the content (:data), a name of
Cmsex.OID or an OID tuple.
	:detached - leave the content out of the message (false for a
binary).
	:authenticated_attributes - a list of Cmsex.Attribute that the
MAC covers ([]). With them, for a content type other than
:data, and for a ready digest, the MAC is over the attributes,
among which the library writes the content-type and the
message-digest attributes (RFC 5652, 9.2).
	:digest - the hash of the message-digest attribute: that of the
HMAC unless given, :sha224, :sha256, :sha384 or :sha512; for
a ready digest, its hash.
	:unauthenticated_attributes - a list of Cmsex.Attribute that
nothing covers ([]).
	:certificates and :crls - certificates and revocation lists in
DER for the OriginatorInfo ([]).
	:min_rsa_bits - the shortest RSA key accepted (2048).

Recipients are checked as in encrypt/3, and an error that belongs to
one carries its position in :recipient.
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          @spec mac!(
  binary() | {:stream, Enumerable.t()} | {:digest, atom(), binary()},
  Cmsex.Recipient.t() | binary() | [Cmsex.Recipient.t() | binary()],
  keyword()
) :: binary()


      


Like mac/3, but raises Cmsex.Error.
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          @spec sign(
  binary() | {:stream, Enumerable.t()} | {:digest, atom(), binary()},
  Cmsex.Signer.t() | map() | keyword() | [Cmsex.Signer.t() | map() | keyword()],
  keyword()
) :: {:ok, binary()} | {:error, Cmsex.Error.t()}


      


Signs content and returns a SignedData message in DER (use
Cmsex.PEM.encode/2 for PEM).
signers is one signer or a list of them, each a Cmsex.Signer, or a
map or keyword list with its fields: at least the certificate and the
private key.
signer = %{certificate: cert_der, key: key_der, chain: [ca_der]}
{:ok, cms} = Cmsex.sign(content, signer)
{:ok, p7s} = Cmsex.sign(content, signer, detached: true)
The content is a binary, {:stream, enumerable} read once to compute the
digests, or {:digest, hash, digest} already computed, which every
signer must use. A stream or a digest makes a detached message with
signed attributes.
Each signer gets the content-type and message-digest attributes, the
signing time and the CMSAlgorithmProtection attribute (RFC 6211) unless
turned off, and its own attributes; see Cmsex.Signer. The algorithms
are checked with the policy of verify/2, and SHA-1 is never used.
Options:
	:detached - leave the content out of the message (false for a
binary; a stream or a digest is always detached).
	:content_type - the type of the content (:data), a name of
Cmsex.OID or an OID tuple. Another type needs signed attributes.
	:no_attributes - sign without signed attributes (false): only
for id-data given as a binary, and only for a verifier that cannot
read them, since nothing then binds the algorithms or the time.
	:certificates - :signers (the certificate and :chain of each
signer, the default), :none, or a list of DER certificates.
	:crls - revocation lists in DER ([]).
	:min_rsa_bits - the shortest RSA key accepted (2048).
	:digest, :rsa_padding, :identifier, :signing_time and
:algorithm_protection - defaults for the signers that leave them
out; see Cmsex.Signer.

The versions are those of RFC 5652, 5.1 and 5.3. Errors that belong to
one signer carry its position in :signer.

  



    

  
    
      
    
    
      sign!(content, signers, opts \\ [])



        
          
        

    

  


  

      

          @spec sign!(
  binary() | {:stream, Enumerable.t()} | {:digest, atom(), binary()},
  Cmsex.Signer.t() | map() | keyword() | [Cmsex.Signer.t() | map() | keyword()],
  keyword()
) :: binary()


      


Like sign/3, but raises Cmsex.Error.
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          @spec verify(binary(), keyword()) ::
  {:ok, Cmsex.Verified.t()} | {:error, Cmsex.Error.t()}


      


Verifies the signers of a SignedData message, in DER, BER or PEM.
A valid signature is not trust. Without :trust, {:ok, verified} only
says that the key of a certificate signed the content, and that
certificate may have come in the message itself, from anyone. Give the
roots you trust in :trust to know who signed.
For each signer, the checks are those of RFC 5652, 5.6: a certificate
that matches its identifier, from :certificates or from the message;
algorithms that are allowed and agree with each other and with the key;
the content-type, message-digest and CMSAlgorithmProtection attributes;
the signing-certificate attributes, when present; the signature; and,
with :trust, the certificate path. When several certificates match the
identifier, each is tried, and the one that verified is returned.
Options:
	:content - the content of a detached message: a binary,
{:stream, enumerable}, or {:digest, hash, digest}, already
hashed. A stream is read once for all the digests, and once more
only for an EdDSA signer without signed attributes, which signs the
whole content and so needs it in memory; a digest is not enough for
that signer (:content_required). Content given for a message that
carries its own is :unexpected_content.
	:certificates - certificates in DER to find the signers in, tried
before those of the message ([]).
	:signers - :all (the default) fails at the first signer that does
not verify; :any needs one, and returns only those that verified.
	:trust - root certificates in DER. The path of each signer is built
from the certificates at hand and validated by
:public_key.pkix_path_validation/3, at the current time; the
signer's key usage, if any, must allow digitalSignature or
nonRepudiation. A failure is :untrusted, with the reason in
detail.
	:path_validation - options for :public_key.pkix_path_validation/3,
such as a :verify_fun that checks revocation ([]).
	:countersignatures - also verify the countersignatures of each
signer (false).
	:allow_sha1 - accept SHA-1 (false). MD5 is never accepted.
	:min_rsa_bits - the shortest RSA key accepted (2048).
	:ed25519_digest - :lenient (the default) accepts an Ed25519 signer
whose digest algorithm is a SHA-2 other than SHA-512, and says so in
its :deviations; :strict refuses it.
	the limits of decode/2.

The signing-time attribute is returned as the signer's claim; it is never
the time at which the path is validated.
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          @spec verify!(binary(), keyword()) :: Cmsex.Verified.t()


      


Like verify/2, but raises Cmsex.Error.
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          @spec verify_countersignature(binary(), [non_neg_integer(), ...], keyword()) ::
  {:ok, Cmsex.Verified.signer()} | {:error, Cmsex.Error.t()}


      


Verifies one countersignature (RFC 5652, 11.4) on its own: the one at
position, such as [0, 0] for the first countersignature of the first
signer (see position/0), against the signature value of the
SignerInfo it countersigns, which is not verified here.
This is for a countersignature whose signer cannot be verified, such as
one in an algorithm the library leaves out, or when only the
countersignature matters. verify/2 with countersignatures: true
checks the signers and their countersignatures together.
Returns the countersigner as in Cmsex.Verified.signer/0. Takes the
options of verify/2, except :content and :signers; with
countersignatures: true, the countersignatures below this one are
verified too. A position the message does not have raises
ArgumentError.
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          @spec verify_digest(binary(), keyword()) ::
  {:ok, Cmsex.DigestedData.t()} | {:error, Cmsex.Error.t()}


      


Checks the digest of a DigestedData message, in DER, BER or PEM, and
returns the message as decode/2 reads it, whose :content is the
content, or nil for a detached message.
Options:
	:content - the content of a detached message: a binary,
{:stream, enumerable} or {:digest, hash, digest}.
	:allow_sha1 - take a SHA-1 digest (false). MD5 is never taken.
	the limits of decode/2.

Errors: :digest_mismatch, :weak_algorithm, :unsupported_algorithm,
:content_required and :unexpected_content, and those of reading.
A message of another type is :unsupported_content_type.
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          @spec verify_digest!(binary(), keyword()) :: Cmsex.DigestedData.t()


      


Like verify_digest/2, but raises Cmsex.Error.
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          @spec verify_each(binary(), keyword()) ::
  {:ok, Cmsex.SignedData.t(),
   [
     {Cmsex.SignerInfo.t(),
      {:ok, Cmsex.Verified.signer()} | {:error, Cmsex.Error.t()}}
   ]}
  | {:error, Cmsex.Error.t()}


      


The result of each signer, rather than the first failure. Takes the
options of verify/2, except :signers.
{:ok, signed_data, [{signer_info, {:ok, signer}}, {signer_info, {:error, error}}]}
An error that is not about one signer, such as a malformed message, a
missing content or a message without signers, is returned as
{:error, error}.
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          @spec verify_mac(binary(), keyword()) ::
  {:ok, Cmsex.Authenticated.t()} | {:error, Cmsex.Error.t()}


      


Checks the MAC of an AuthenticatedData message, in DER, BER or PEM.
The credentials are those of decrypt/2, with :mac_key, the MAC key
itself, in place of :content_key. The recipients are tried as in
decrypt/2; a key shorter than 16 bytes is not taken, since whoever
sees the MAC could find it.
With authenticated attributes, the MAC is over them, and once it has
checked, so are the content-type attribute, against the content, and
the message-digest attribute, against the digest of the content.
Errors:
	:invalid_mac - the MAC does not check, or the key of the
recipient does not unwrap; nothing tells these apart.
	:digest_mismatch, :content_type_mismatch, :missing_attribute
and :invalid_attribute - about the authenticated attributes, once
the MAC has checked. Content other than :data needs them.
	:weak_algorithm - a digest of SHA-1 without allow_sha1: true,
or MD5. HMAC-SHA1, the MAC of RFC 3370, is taken.
	those of decrypt/2 for the credentials and the recipients, and
:content_required and :unexpected_content.

Other options:
	:content - the content of a detached message: a binary,
{:stream, enumerable}, or {:digest, hash, digest} when the
message has authenticated attributes with that hash.
	:allow_sha1 (false), :max_iterations (2,000,000), and the
limits of decode/2.
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          @spec verify_mac!(binary(), keyword()) :: Cmsex.Authenticated.t()


      


Like verify_mac/2, but raises Cmsex.Error.

  


        

      


  

    
Cmsex.Attribute 
    



      
A signed or unsigned attribute of a signer (RFC 5652, 5.3): a type and its
values.
type is a name of Cmsex.OID, such as :signing_time, or the OID as a
tuple when the library does not know it. Each value is one encoded
AttributeValue: as received, in an attribute read from a message, or in
DER, in one built here.
The constructors build the attributes a signer may add; new/2 builds
any other one from its encoded values. The content-type and
message-digest attributes are always written by Cmsex.sign/3 itself.
iex> attr = Cmsex.Attribute.signing_time(~U[2026-10-23 12:00:00Z])
iex> attr.type
:signing_time
iex> attr.values
[<<0x17, 13, "261023120000Z">>]
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    Functions
  


    
      
        content_hint(content_type, description \\ nil)

      


        The content-hints attribute (RFC 2634, 2.9): the type of the innermost
content, when the signed content is itself a CMS message, and an
optional description.



    


    
      
        content_type(content_type)

      


        The content-type attribute (RFC 5652, 11.1). Cmsex.sign/3 writes it
itself; this is for code that builds a SignerInfo some other way.



    


    
      
        new(type, values)

      


        An attribute of type, a name of Cmsex.OID or an OID tuple, with
values, each the encoding of one AttributeValue.



    


    
      
        signing_certificate_v2(certificate, opts \\ [])

      


        The signing-certificate-v2 attribute (RFC 5035), which binds the signature
to the certificate of the signer, certificate in DER: an ESSCertIDv2
with its hash and, unless issuer_serial: false, its issuer and serial
number.



    


    
      
        signing_time(time)

      


        The signing-time attribute (RFC 5652, 11.3), to the second: UTCTime from
1950 to 2049, GeneralizedTime outside that range.
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          @type t() :: %Cmsex.Attribute{type: atom() | tuple(), values: [binary()]}
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          @spec content_hint(atom() | tuple(), String.t() | nil) :: %Cmsex.Attribute{
  type: :content_hint,
  values: [binary(), ...]
}


      


The content-hints attribute (RFC 2634, 2.9): the type of the innermost
content, when the signed content is itself a CMS message, and an
optional description.
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          @spec content_type(atom() | tuple()) :: %Cmsex.Attribute{
  type: :content_type,
  values: [binary(), ...]
}


      


The content-type attribute (RFC 5652, 11.1). Cmsex.sign/3 writes it
itself; this is for code that builds a SignerInfo some other way.
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          @spec new(atom() | tuple(), [binary(), ...]) :: t()


      


An attribute of type, a name of Cmsex.OID or an OID tuple, with
values, each the encoding of one AttributeValue.
iex> Cmsex.Attribute.new({1, 2, 3, 4}, [<<0x0C, 2, "hi">>])
%Cmsex.Attribute{type: {1, 2, 3, 4}, values: [<<0x0C, 2, "hi">>]}
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          @spec signing_certificate_v2(binary(), keyword()) :: %Cmsex.Attribute{
  type: :signing_certificate_v2,
  values: [binary(), ...]
}


      


The signing-certificate-v2 attribute (RFC 5035), which binds the signature
to the certificate of the signer, certificate in DER: an ESSCertIDv2
with its hash and, unless issuer_serial: false, its issuer and serial
number.
Options: :hash, :sha256 (the default, which the encoding leaves out),
:sha224, :sha384 or :sha512; :issuer_serial (true).
Cmsex.verify/2 checks it, and the older signing-certificate attribute
(RFC 2634, 5.4), against the certificate that verified the signature.
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          @spec signing_time(DateTime.t()) :: %Cmsex.Attribute{
  type: :signing_time,
  values: [binary(), ...]
}


      


The signing-time attribute (RFC 5652, 11.3), to the second: UTCTime from
1950 to 2049, GeneralizedTime outside that range.

  


        

      


  

    
Cmsex.Authenticated 
    



      
An AuthenticatedData message whose MAC Cmsex.verify_mac/2 checked.
Fields:
	:content - the content the MAC covers, when the message carries
it; nil for a detached message, whose content the caller gave.
	:content_type - its type, as a name of Cmsex.OID, such as
:data, or an OID. With authenticated attributes, the content-type
attribute was checked against it.
	:recipient - the Cmsex.RecipientInfo that gave the MAC key, or
nil when it came in :mac_key.
	:message - the Cmsex.AuthenticatedData, for the rest: the
authenticated attributes, which the MAC covers, the unauthenticated
ones, which it does not, and the originator certificates.

A MAC tells that the content comes from someone who had the MAC key,
and was not changed since. Who that is depends on the recipients: see
Cmsex.mac/3.
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          @type t() :: %Cmsex.Authenticated{
  content: binary() | nil,
  content_type: atom() | tuple(),
  message: Cmsex.AuthenticatedData.t(),
  recipient: Cmsex.RecipientInfo.t() | nil
}


      



  


        

      


  

    
Cmsex.AuthenticatedData 
    



      
An AuthenticatedData message, as Cmsex.decode/2 reads it (RFC 5652, 9):
a content and a MAC over it, with the MAC key sent to each recipient as
in EnvelopedData. The content is not encrypted. Cmsex.verify_mac/2
checks it.
Fields:
	:version - the version written in the message.
	:recipient_infos - the recipients, a list of Cmsex.RecipientInfo.
	:mac_algorithm - the name of the MAC algorithm, such as
:hmac_sha256, or its OID.
	:digest_algorithm - the name of the digest algorithm of the
message-digest attribute, or nil when there are no authenticated
attributes.
	:content_type - the type of the content, as a name of Cmsex.OID
or an OID.
	:content - the content, or nil when it is not in the message.
	:pkcs7_content - as in Cmsex.SignedData.
	:certificates, :other_certificates, :crls, :other_crls - the
OriginatorInfo, empty when it is absent.
	:authenticated_attributes - the attributes the MAC covers, a list
of Cmsex.Attribute, or nil.
	:mac - the MAC.
	:unauthenticated_attributes - attributes the MAC does not cover,
empty when there are none.
	:deviations - :auth_data_version when the version is not the one
the fields call for. The recipients have their own.
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          @type t() :: %Cmsex.AuthenticatedData{
  authenticated_attributes: [Cmsex.Attribute.t()] | nil,
  certificates: [binary()],
  content: binary() | nil,
  content_type: atom() | tuple(),
  crls: [binary()],
  deviations: [atom()],
  digest_algorithm: atom() | tuple() | nil,
  mac: binary(),
  mac_algorithm: atom() | tuple(),
  other_certificates: [binary()],
  other_crls: [binary()],
  pkcs7_content: binary() | nil,
  raw: map() | nil,
  recipient_infos: [Cmsex.RecipientInfo.t()],
  unauthenticated_attributes: [Cmsex.Attribute.t()],
  version: integer()
}


      



  


        

      


  

    
Cmsex.Decrypted 
    



      
A message that Cmsex.decrypt/2 decrypted.
Fields:
	:content - the content, decrypted.
	:content_type - its type, as a name of Cmsex.OID, such as
:data, or an OID. For AuthEnvelopedData, the content-type
attribute, when present, was checked against it.
	:recipient - the Cmsex.RecipientInfo that gave the
content-encryption key, or nil when it came in :content_key.
	:message - the message as Cmsex.decode/2 reads it, a
Cmsex.EnvelopedData or a Cmsex.EncryptedData, for the rest: the
originator certificates, the unprotected attributes, and the
authenticated attributes of an AuthEnvelopedData, which the tag
covers.

Inspect leaves the content out.
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          @type t() :: %Cmsex.Decrypted{
  content: binary(),
  content_type: atom() | tuple(),
  message: Cmsex.EnvelopedData.t() | Cmsex.EncryptedData.t(),
  recipient: Cmsex.RecipientInfo.t() | nil
}


      



  


        

      


  

    
Cmsex.DigestedData 
    



      
A DigestedData message, as Cmsex.decode/2 reads it (RFC 5652, 7): a
content and its digest, which shows it was not changed by accident, and
nothing more: anyone can write a new digest. Cmsex.verify_digest/2
checks it.
Fields:
	:version - the version written in the message.
	:digest_algorithm - the name of the digest algorithm, such as
:sha256, or its OID.
	:content_type - the type of the content, as a name of Cmsex.OID
or an OID.
	:content - the content, or nil when it is not in the message.
For a PKCS #7 message whose content is not an OCTET STRING, it is the
content octets of that value, as in Cmsex.SignedData.
	:pkcs7_content - for such a message, the whole encoding of the
content; nil otherwise.
	:digest - the digest.
	:deviations - :digested_data_version when the version is not 0
for :data, or 2 for another type.


      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Cmsex.DigestedData{
  content: binary() | nil,
  content_type: atom() | tuple(),
  deviations: [atom()],
  digest: binary(),
  digest_algorithm: atom() | tuple(),
  pkcs7_content: binary() | nil,
  raw: map() | nil,
  version: integer()
}


      



  


        

      


  

    
Cmsex.EncryptedData 
    



      
An EncryptedData message, as Cmsex.decode/2 reads it (RFC 5652, 8):
content encrypted with a key the parties manage by other means, with no
recipients. Cmsex.decrypt/2 with :content_key decrypts it.
Fields:
	:version - the version written in the message.
	:content_type - the type of the encrypted content, as a name of
Cmsex.OID or an OID.
	:content_encryption_algorithm - the name of the cipher in
Cmsex.OID, such as :aes256_cbc, or its OID.
	:encrypted_content - the ciphertext, or nil when it is not in the
message.
	:unprotected_attributes - attributes that nothing protects, empty
when there are none.
	:deviations - :encrypted_data_version when the version is not 0
without unprotected attributes, or 2 with them.
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          @type t() :: %Cmsex.EncryptedData{
  content_encryption_algorithm: atom() | tuple(),
  content_type: atom() | tuple(),
  deviations: [atom()],
  encrypted_content: binary() | nil,
  raw: map() | nil,
  unprotected_attributes: [Cmsex.Attribute.t()],
  version: integer()
}


      



  


        

      


  

    
Cmsex.EnvelopedData 
    



      
An EnvelopedData (RFC 5652, 6) or AuthEnvelopedData (RFC 5083) message,
as Cmsex.decode/2 reads it. Reading checks the structure only;
Cmsex.decrypt/2 decrypts.
Fields:
	:type - :enveloped_data, or :auth_enveloped_data for content
encrypted with an authenticated cipher, such as AES-GCM.
	:version - the version written in the message.
	:recipient_infos - the recipients, a list of Cmsex.RecipientInfo.
	:content_type - the type of the encrypted content, as a name of
Cmsex.OID, such as :data, or an OID.
	:content_encryption_algorithm - the name of the cipher in
Cmsex.OID, such as :aes256_cbc or :aes256_gcm, or its OID.
	:encrypted_content - the ciphertext, its segments joined when the
message was written in BER, or nil when it is not in the message.
	:certificates, :other_certificates, :crls, :other_crls - the
OriginatorInfo, as in Cmsex.SignedData; empty when it is absent.
	:authenticated_attributes - for :auth_enveloped_data, the
attributes the tag covers, a list of Cmsex.Attribute, or nil.
	:mac - for :auth_enveloped_data, the tag; nil otherwise.
	:unprotected_attributes - the unprotectedAttrs of an EnvelopedData,
or the unauthAttrs of an AuthEnvelopedData: attributes that nothing
protects, empty when there are none.
	:deviations - what the library tolerated when reading, against
RFC 5652 and RFC 5083: :enveloped_data_version when the version is
not the one the fields call for. The recipients have their own.
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          @type t() :: %Cmsex.EnvelopedData{
  authenticated_attributes: [Cmsex.Attribute.t()] | nil,
  certificates: [binary()],
  content_encryption_algorithm: atom() | tuple(),
  content_type: atom() | tuple(),
  crls: [binary()],
  deviations: [atom()],
  encrypted_content: binary() | nil,
  mac: binary() | nil,
  other_certificates: [binary()],
  other_crls: [binary()],
  raw: map() | nil,
  recipient_infos: [Cmsex.RecipientInfo.t()],
  type: :enveloped_data | :auth_enveloped_data,
  unprotected_attributes: [Cmsex.Attribute.t()],
  version: integer()
}


      



  


        

      


  

    
Cmsex.KeyWrap 
    



      
The AES key wrap of RFC 3394, and AES key wrap with padding of RFC 5649.
CMS uses them to encrypt a content-encryption key with another key: the
key-encryption key of a KEKRecipientInfo, or the key that a
KeyAgreeRecipientInfo derives. They are written in Elixir over the AES
block cipher of :crypto.
The key-encryption key is 16, 24 or 32 bytes (AES-128, AES-192 or
AES-256). wrap/2 takes key data of 16 bytes or more, in multiples of
8; wrap_with_padding/2 takes any length from 1 byte. Unwrapping checks
the integrity value and returns :error when it does not match, which
happens with a wrong key-encryption key as well as with a changed
ciphertext; nothing tells the two apart.
iex> kek = Base.decode16!("000102030405060708090A0B0C0D0E0F")
iex> key = Base.decode16!("00112233445566778899AABBCCDDEEFF")
iex> wrapped = Cmsex.KeyWrap.wrap(kek, key)
iex> Base.encode16(wrapped)
"1FA68B0A8112B447AEF34BD8FB5A7B829D3E862371D2CFE5"
iex> Cmsex.KeyWrap.unwrap(kek, wrapped)
{:ok, key}
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        unwrap(kek, wrapped)

      


        Unwraps wrapped with kek (RFC 3394, 2.2.2). Returns :error when the
integrity value does not match, or the ciphertext is not 24 bytes or
more in multiples of 8.



    


    
      
        unwrap_with_padding(kek, wrapped)

      


        Unwraps wrapped with kek (RFC 5649, 4.2). Returns :error when the
integrity value or the padding does not check, or the ciphertext is not
16 bytes or more in multiples of 8.



    


    
      
        wrap(kek, key)

      


        Wraps key with kek (RFC 3394, 2.2.1, with the default initial
value). Raises ArgumentError for a key-encryption key that is not an AES
key, or key data that is shorter than 16 bytes or not a multiple of 8.



    


    
      
        wrap_with_padding(kek, key)

      


        Wraps key, of any length from 1 byte, with kek (RFC 5649, 4.1).
Raises ArgumentError for a key-encryption key that is not an AES key, or
empty key data.
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          @spec unwrap(binary(), binary()) :: {:ok, binary()} | :error


      


Unwraps wrapped with kek (RFC 3394, 2.2.2). Returns :error when the
integrity value does not match, or the ciphertext is not 24 bytes or
more in multiples of 8.

  



  
    
      
    
    
      unwrap_with_padding(kek, wrapped)



        
          
        

    

  


  

      

          @spec unwrap_with_padding(binary(), binary()) :: {:ok, binary()} | :error


      


Unwraps wrapped with kek (RFC 5649, 4.2). Returns :error when the
integrity value or the padding does not check, or the ciphertext is not
16 bytes or more in multiples of 8.
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          @spec wrap(binary(), binary()) :: binary()


      


Wraps key with kek (RFC 3394, 2.2.1, with the default initial
value). Raises ArgumentError for a key-encryption key that is not an AES
key, or key data that is shorter than 16 bytes or not a multiple of 8.
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          @spec wrap_with_padding(binary(), binary()) :: binary()


      


Wraps key, of any length from 1 byte, with kek (RFC 5649, 4.1).
Raises ArgumentError for a key-encryption key that is not an AES key, or
empty key data.

  


        

      


  

    
Cmsex.OID 
    



      
The object identifiers this library knows by name.
Everywhere in the API an OID is a tuple of integers, such as
{1, 2, 840, 113549, 1, 7, 1}, and a known one may also be given and is
returned as its name, such as :data. Names come only from this fixed
table: an OID read from a message that is not in it stays a tuple, so no
input can create atoms.
	Name	OID
	:data	1.2.840.113549.1.7.1
	:signed_data	1.2.840.113549.1.7.2
	:enveloped_data	1.2.840.113549.1.7.3
	:digested_data	1.2.840.113549.1.7.5
	:encrypted_data	1.2.840.113549.1.7.6
	:auth_data	1.2.840.113549.1.9.16.1.2
	:tst_info	1.2.840.113549.1.9.16.1.4
	:content_info	1.2.840.113549.1.9.16.1.6
	:auth_enveloped_data	1.2.840.113549.1.9.16.1.23
	:content_type	1.2.840.113549.1.9.3
	:message_digest	1.2.840.113549.1.9.4
	:signing_time	1.2.840.113549.1.9.5
	:countersignature	1.2.840.113549.1.9.6
	:smime_capabilities	1.2.840.113549.1.9.15
	:cms_algorithm_protection	1.2.840.113549.1.9.52
	:content_hint	1.2.840.113549.1.9.16.2.4
	:signing_certificate	1.2.840.113549.1.9.16.2.12
	:time_stamp_token	1.2.840.113549.1.9.16.2.14
	:sig_policy_id	1.2.840.113549.1.9.16.2.15
	:signing_certificate_v2	1.2.840.113549.1.9.16.2.47
	:md5	1.2.840.113549.2.5
	:sha1	1.3.14.3.2.26
	:sha224	2.16.840.1.101.3.4.2.4
	:sha256	2.16.840.1.101.3.4.2.1
	:sha384	2.16.840.1.101.3.4.2.2
	:sha512	2.16.840.1.101.3.4.2.3
	:shake128	2.16.840.1.101.3.4.2.11
	:shake256	2.16.840.1.101.3.4.2.12
	:shake128_len	2.16.840.1.101.3.4.2.17
	:shake256_len	2.16.840.1.101.3.4.2.18
	:rsa_encryption	1.2.840.113549.1.1.1
	:md5_with_rsa_encryption	1.2.840.113549.1.1.4
	:sha1_with_rsa_encryption	1.2.840.113549.1.1.5
	:rsaes_oaep	1.2.840.113549.1.1.7
	:mgf1	1.2.840.113549.1.1.8
	:p_specified	1.2.840.113549.1.1.9
	:rsassa_pss	1.2.840.113549.1.1.10
	:sha256_with_rsa_encryption	1.2.840.113549.1.1.11
	:sha384_with_rsa_encryption	1.2.840.113549.1.1.12
	:sha512_with_rsa_encryption	1.2.840.113549.1.1.13
	:sha224_with_rsa_encryption	1.2.840.113549.1.1.14
	:ec_public_key	1.2.840.10045.2.1
	:ecdsa_with_sha1	1.2.840.10045.4.1
	:ecdsa_with_sha224	1.2.840.10045.4.3.1
	:ecdsa_with_sha256	1.2.840.10045.4.3.2
	:ecdsa_with_sha384	1.2.840.10045.4.3.3
	:ecdsa_with_sha512	1.2.840.10045.4.3.4
	:secp256r1	1.2.840.10045.3.1.7
	:secp384r1	1.3.132.0.34
	:secp521r1	1.3.132.0.35
	:brainpool_p256r1	1.3.36.3.3.2.8.1.1.7
	:brainpool_p384r1	1.3.36.3.3.2.8.1.1.11
	:brainpool_p512r1	1.3.36.3.3.2.8.1.1.13
	:x25519	1.3.101.110
	:x448	1.3.101.111
	:ed25519	1.3.101.112
	:ed448	1.3.101.113
	:std_dh_sha1kdf	1.3.133.16.840.63.0.2
	:cofactor_dh_sha1kdf	1.3.133.16.840.63.0.3
	:std_dh_sha224kdf	1.3.132.1.11.0
	:std_dh_sha256kdf	1.3.132.1.11.1
	:std_dh_sha384kdf	1.3.132.1.11.2
	:std_dh_sha512kdf	1.3.132.1.11.3
	:cofactor_dh_sha224kdf	1.3.132.1.14.0
	:cofactor_dh_sha256kdf	1.3.132.1.14.1
	:cofactor_dh_sha384kdf	1.3.132.1.14.2
	:cofactor_dh_sha512kdf	1.3.132.1.14.3
	:std_dh_hkdf_sha256	1.2.840.113549.1.9.16.3.19
	:std_dh_hkdf_sha384	1.2.840.113549.1.9.16.3.20
	:std_dh_hkdf_sha512	1.2.840.113549.1.9.16.3.21
	:dsa	1.2.840.10040.4.1
	:dsa_with_sha1	1.2.840.10040.4.3
	:dsa_with_sha224	2.16.840.1.101.3.4.3.1
	:dsa_with_sha256	2.16.840.1.101.3.4.3.2
	:dh_public_number	1.2.840.10046.2.1
	:esdh	1.2.840.113549.1.9.16.3.5
	:aes128_cbc	2.16.840.1.101.3.4.1.2
	:aes192_cbc	2.16.840.1.101.3.4.1.22
	:aes256_cbc	2.16.840.1.101.3.4.1.42
	:aes128_gcm	2.16.840.1.101.3.4.1.6
	:aes192_gcm	2.16.840.1.101.3.4.1.26
	:aes256_gcm	2.16.840.1.101.3.4.1.46
	:aes128_ccm	2.16.840.1.101.3.4.1.7
	:aes192_ccm	2.16.840.1.101.3.4.1.27
	:aes256_ccm	2.16.840.1.101.3.4.1.47
	:aes128_wrap	2.16.840.1.101.3.4.1.5
	:aes192_wrap	2.16.840.1.101.3.4.1.25
	:aes256_wrap	2.16.840.1.101.3.4.1.45
	:aes128_wrap_pad	2.16.840.1.101.3.4.1.8
	:aes192_wrap_pad	2.16.840.1.101.3.4.1.28
	:aes256_wrap_pad	2.16.840.1.101.3.4.1.48
	:des_ede3_cbc	1.2.840.113549.3.7
	:rc2_cbc	1.2.840.113549.3.2
	:des_cbc	1.3.14.3.2.7
	:cms3des_wrap	1.2.840.113549.1.9.16.3.6
	:cmsrc2_wrap	1.2.840.113549.1.9.16.3.7
	:chacha20_poly1305	1.2.840.113549.1.9.16.3.18
	:pwri_kek	1.2.840.113549.1.9.16.3.9
	:pbkdf2	1.2.840.113549.1.5.12
	:hmac_sha1	1.3.6.1.5.5.8.1.2
	:hmac_with_sha1	1.2.840.113549.2.7
	:hmac_sha224	1.2.840.113549.2.8
	:hmac_sha256	1.2.840.113549.2.9
	:hmac_sha384	1.2.840.113549.2.10
	:hmac_sha512	1.2.840.113549.2.11
	:subject_key_identifier	2.5.29.14
	:key_usage	2.5.29.15
	:basic_constraints	2.5.29.19
	:authority_key_identifier	2.5.29.35
	:ext_key_usage	2.5.29.37
	:kp_time_stamping	1.3.6.1.5.5.7.3.8
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        dotted(oid)

      


        The dotted form of an OID or of a name.



    


    
      
        name(oid)

      


        The name of an OID, or the OID itself when it has none.



    


    
      
        oid(oid)

      


        The OID of a name, or the OID itself.
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          @type t() :: tuple()
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          @spec dotted(name() | t()) :: String.t()


      


The dotted form of an OID or of a name.
iex> Cmsex.OID.dotted(:sha256)
"2.16.840.1.101.3.4.2.1"
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          @spec name(t()) :: name() | t()


      


The name of an OID, or the OID itself when it has none.
iex> Cmsex.OID.name({1, 2, 840, 113549, 1, 7, 2})
:signed_data
iex> Cmsex.OID.name({1, 2, 3})
{1, 2, 3}
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          @spec oid(name() | t()) :: t()


      


The OID of a name, or the OID itself.
iex> Cmsex.OID.oid(:data)
{1, 2, 840, 113549, 1, 7, 1}
iex> Cmsex.OID.oid({1, 2, 3})
{1, 2, 3}

  


        

      


  

    
Cmsex.PEM 
    



      
The textual encoding of CMS messages (RFC 7468): Base64 between
-----BEGIN CMS----- and -----END CMS----- lines.
RFC 7468 gives two labels: CMS (section 9) and PKCS7 (section 8), the
older one, which more tools expect in a .p7b certificate bundle. Both
are read; encode/2 writes CMS unless asked otherwise.
Every function of Cmsex that takes a message also takes it in PEM, so
this module is only needed to write PEM, or to read it apart.
iex> pem = Cmsex.PEM.encode(<<0x30, 0x03, 0x02, 0x01, 0x01>>)
"-----BEGIN CMS-----\nMAMCAQE=\n-----END CMS-----\n"
iex> Cmsex.PEM.decode("Text before\n" <> pem)
{:ok, <<0x30, 0x03, 0x02, 0x01, 0x01>>}

      


      
        Summary


  
    Functions
  


    
      
        decode(pem)

      


        Decodes the first PEM block labelled CMS or PKCS7. Text before and
after the block, and blocks with other labels, are skipped; whitespace
inside the block is ignored. The END line must carry the same label.



    


    
      
        encode(der, label \\ :cms)

      


        Encodes a message in PEM, with the label :cms (the default) or
:pkcs7, in lines of 64 characters.



    





      


      
        Functions


        


  
    
      
    
    
      decode(pem)



        
          
        

    

  


  

      

          @spec decode(binary()) :: {:ok, binary()} | {:error, Cmsex.Error.t()}


      


Decodes the first PEM block labelled CMS or PKCS7. Text before and
after the block, and blocks with other labels, are skipped; whitespace
inside the block is ignored. The END line must carry the same label.

  



    

  
    
      
    
    
      encode(der, label \\ :cms)



        
          
        

    

  


  

      

          @spec encode(binary(), :cms | :pkcs7) :: String.t()


      


Encodes a message in PEM, with the label :cms (the default) or
:pkcs7, in lines of 64 characters.

  


        

      


  

    
Cmsex.Recipient 
    



      
A recipient for Cmsex.encrypt/3 and Cmsex.mac/3: who can decrypt the
message, or check its MAC, and how the key reaches them (RFC 5652, 6.2).
Build it with one of the functions here; both functions also take a
certificate in DER as a recipient of certificate/2 with the defaults.
	certificate/2 - the holder of the private key of a certificate:
RSA-OAEP key transport for an RSA key (RFC 3560), ephemeral-static
ECDH for an EC key (RFC 5753), and X25519 or X448 (RFC 8418).
	kek/3 - whoever holds a symmetric key-encryption key, shared by
other means, wrapped with AES key wrap (RFC 3394, RFC 5649).
	password/2 - whoever knows a password, through PBKDF2 and the
key wrap of RFC 3211.

The certificate is read, and its key checked, by Cmsex.encrypt/3; the
functions here check the options, and raise ArgumentError for one that
is unknown, given twice or of the wrong kind. Inspect leaves the key
and the password out.

      


      
        Summary


  
    Types
  


    
      
        key_wrap()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        certificate(certificate, opts \\ [])

      


        The holder of the certificate certificate, in DER.



    


    
      
        kek(key, key_id, opts \\ [])

      


        Whoever holds the key-encryption key key, of 16, 24 or 32 bytes,
known by key_id (KEKRecipientInfo, RFC 5652, 6.2.3). The message
carries key_id, and the content-encryption key wrapped with AES key
wrap of the size of key.



    


    
      
        password(password, opts \\ [])

      


        Whoever knows password (PasswordRecipientInfo, RFC 3211): the
key-encryption key comes from PBKDF2 (RFC 8018), and wraps the
content-encryption key with id-alg-PWRI-KEK. The password is taken as
given, as bytes; normalize it before, if it may come typed in different
ways.



    





      


      
        Types


        


  
    
      
    
    
      key_wrap()



        
          
        

    

  


  

      

          @type key_wrap() ::
  :aes128_wrap
  | :aes192_wrap
  | :aes256_wrap
  | :aes128_wrap_pad
  | :aes192_wrap_pad
  | :aes256_wrap_pad


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Cmsex.Recipient{
  certificate: binary() | nil,
  key_id: binary() | nil,
  options: map(),
  secret: binary() | nil,
  type: :certificate | :kek | :password
}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      certificate(certificate, opts \\ [])



        
          
        

    

  


  

      

          @spec certificate(binary(), keyword()) :: t()


      


The holder of the certificate certificate, in DER.
The key of the certificate chooses the way:
	RSA: KeyTransRecipientInfo with RSAES-OAEP (RFC 3560), MGF1 of the
same hash and no label. PKCS #1 v1.5 is never written (RFC 3218);
Cmsex.decrypt/2 still reads it. An RSASSA-PSS key is for
signatures only, and is refused.
	EC (P-256, P-384, P-521 and the brainpool curves): KeyAgreeRecipientInfo
with an ephemeral key on the curve of the certificate and the
ANSI X9.63 KDF (RFC 5753).
	X25519 and X448: KeyAgreeRecipientInfo with an ephemeral key and
HKDF (RFC 8418).

A keyUsage extension in the certificate must allow keyEncipherment for
RSA, and keyAgreement for the others.
Options:
	:identifier - :issuer_and_serial (the default) or
:subject_key_identifier, which needs that extension in the
certificate.
	:oaep_digest - the hash of RSAES-OAEP and of its MGF1: :sha256
(the default), :sha384, :sha512, :sha224, or :sha1, for a
recipient that can only do the defaults of RFC 3560.
	:key_agreement - the scheme of ECDH: :std_dh_sha256kdf,
:std_dh_sha384kdf or :std_dh_sha512kdf (X9.63), or
:std_dh_hkdf_sha256, :std_dh_hkdf_sha384 or
:std_dh_hkdf_sha512 (HKDF, RFC 8418). The default is X9.63 with
SHA-256 for P-256, SHA-384 for P-384 and SHA-512 for P-521, the
hash of the size of the curve for brainpool, HKDF with SHA-256 for
X25519 (as RFC 8551 asks) and HKDF with SHA-512 for X448.
	:key_wrap - the key wrap of key agreement: :aes128_wrap,
:aes192_wrap or :aes256_wrap (RFC 3394), or the same with
_pad (RFC 5649). The default is AES key wrap of the size of the
content-encryption key, as RFC 8551 asks, and AES-256 for a key
longer than that.
	:ukm - user keying material for key agreement, mixed into the
key-encryption key (RFC 5753, 3.1.1), or nil (the default).


  



    

  
    
      
    
    
      kek(key, key_id, opts \\ [])



        
          
        

    

  


  

      

          @spec kek(binary(), binary(), keyword()) :: t()


      


Whoever holds the key-encryption key key, of 16, 24 or 32 bytes,
known by key_id (KEKRecipientInfo, RFC 5652, 6.2.3). The message
carries key_id, and the content-encryption key wrapped with AES key
wrap of the size of key.
Options:
	:key_wrap - :aes128_wrap, :aes192_wrap or :aes256_wrap
(RFC 3394, the default), or the same with _pad (RFC 5649); its
size must be that of key.
	:date - a DateTime that tells keys of the same key_id apart.
	:other - {oid, value}, an OtherKeyAttribute: an OID, a name of
Cmsex.OID, and its value encoded in DER, or nil.


  



    

  
    
      
    
    
      password(password, opts \\ [])



        
          
        

    

  


  

      

          @spec password(binary(), keyword()) :: t()


      


Whoever knows password (PasswordRecipientInfo, RFC 3211): the
key-encryption key comes from PBKDF2 (RFC 8018), and wraps the
content-encryption key with id-alg-PWRI-KEK. The password is taken as
given, as bytes; normalize it before, if it may come typed in different
ways.
Options:
	:iterations - of PBKDF2 (600,000). Cmsex.decrypt/2 refuses more
than its :max_iterations (2,000,000).
	:salt - 16 random bytes unless given; at least 8.
	:prf - the pseudorandom function of PBKDF2: :hmac_sha256 (the
default), :hmac_sha224, :hmac_sha384 or :hmac_sha512.
	:kek_cipher - the cipher of the key wrap: :aes256_cbc (the
default), :aes192_cbc or :aes128_cbc.


  


        

      


  

    
Cmsex.RecipientInfo 
    



      
One recipient of an EnvelopedData, AuthEnvelopedData or AuthenticatedData
message, as Cmsex.decode/2 reads it (RFC 5652, 6.2): the means by which
that recipient gets the content-encryption key.
Fields:
	:type - which kind of RecipientInfo:	:key_transport - the key encrypted to the public key of a
certificate, with RSA (KeyTransRecipientInfo);
	:key_agreement - a key wrapped with one agreed with ECDH or X25519
and X448 (KeyAgreeRecipientInfo), for one or more recipients;
	:kek - the key wrapped with a symmetric key the parties share
(KEKRecipientInfo);
	:password - the key wrapped with one derived from a password
(PasswordRecipientInfo);
	:other - an OtherRecipientInfo, which this library does not
decrypt.


	:version - the version written in the message; nil for :other.
	:rid - which key the recipient holds: for :key_transport,
{:issuer_and_serial, issuer, serial}, with the issuer as the DER of
its Name as received, or {:subject_key_identifier, ski}; for :kek,
{:kek, key_identifier}; nil for the others.
	:key_encryption_algorithm - the name of the key-encryption
algorithm in Cmsex.OID, or its OID: :rsaes_oaep or
:rsa_encryption; a key agreement scheme, such as
:std_dh_sha256kdf; a key wrap, such as :aes256_wrap; or
:pwri_kek.
	:encrypted_key - the encrypted key; nil for :key_agreement,
which has one per recipient, and for :other.
	:originator - for :key_agreement, the key of the sender:
{:public_key, algorithm, key}, with the algorithm as a name such as
:ec_public_key or :x25519 and the key as the bytes of the public
key (an EC point, or the raw X25519 or X448 key), or a certificate,
as {:issuer_and_serial, issuer, serial} or
{:subject_key_identifier, ski}.
	:ukm - for :key_agreement, the user keying material, or nil.
	:key_wrap_algorithm - for :key_agreement, the key wrap the
scheme uses, such as :aes128_wrap, or nil when the parameters do
not name one.
	:recipient_encrypted_keys - for :key_agreement, a list of
{rid, encrypted_key}, with rid as :rid above. The date and the
other attribute of a RecipientKeyIdentifier are not read.
	:date - for :kek, the date of the KEKIdentifier, or nil.
	:key_derivation_algorithm - for :password, the name of the key
derivation algorithm, such as :pbkdf2, or nil when absent.
	:other_type - for :other, the oriType.
	:deviations - what the library tolerated when reading, against
RFC 5652: :recipient_info_version when the version is not the one
the type and the identifier call for.


      


      
        Summary
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        originator()

      


    


    
      
        rid()

      


    


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      originator()



        
          
        

    

  


  

      

          @type originator() ::
  {:public_key, atom() | tuple(), binary()}
  | {:issuer_and_serial, binary(), integer()}
  | {:subject_key_identifier, binary()}


      



  



  
    
      
    
    
      rid()



        
          
        

    

  


  

      

          @type rid() ::
  {:issuer_and_serial, binary(), integer()}
  | {:subject_key_identifier, binary()}
  | {:kek, binary()}


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Cmsex.RecipientInfo{
  date: DateTime.t() | nil,
  deviations: [atom()],
  encrypted_key: binary() | nil,
  key_derivation_algorithm: atom() | tuple() | nil,
  key_encryption_algorithm: atom() | tuple() | nil,
  key_wrap_algorithm: atom() | tuple() | nil,
  originator: originator() | nil,
  other_type: atom() | tuple() | nil,
  raw: map() | nil,
  recipient_encrypted_keys: [{rid(), binary()}],
  rid: rid() | nil,
  type: :key_transport | :key_agreement | :kek | :password | :other,
  ukm: binary() | nil,
  version: non_neg_integer() | nil
}


      



  


        

      


  

    
Cmsex.SignedData 
    



      
A SignedData message, as Cmsex.decode/2 reads it (RFC 5652, 5).
Reading checks the structure only; Cmsex.verify/2 checks the
signatures.
Fields:
	:version - the version written in the message.
	:content_type - the type of the signed content (eContentType), as
a name of Cmsex.OID, such as :data or :tst_info, or an OID.
	:content - the signed content, or nil for a detached signature.
It is the value of the eContent OCTET STRING, its segments joined
when the message was written in BER. For a PKCS #7 message whose
content is not an OCTET STRING (RFC 5652, 5.2.1), it is the content
octets of that value, which is what the signature covers.
	:pkcs7_content - for such a PKCS #7 message, the whole encoding of
the content; nil otherwise.
	:digest_algorithms - the digestAlgorithms field, as names or OIDs.
Verification does not depend on it.
	:certificates - the X.509 certificates of the message, in DER, in
the order of the message. They are not trusted for being there.
	:other_certificates - the other choices of CertificateChoices
(attribute certificates, other formats), each as received.
	:crls - the certificate revocation lists, in DER.
	:other_crls - other revocation information (RFC 5652, 10.2.1),
each as received.
	:signer_infos - the signers, a list of Cmsex.SignerInfo. Empty in
a certificate bundle.
	:deviations - what the library tolerated when reading, against
RFC 5652: :signed_data_version when the version is not the one
the fields call for (section 5.1). The signers have their own.


      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Cmsex.SignedData{
  certificates: [binary()],
  content: binary() | nil,
  content_type: atom() | tuple(),
  crls: [binary()],
  deviations: [atom()],
  digest_algorithms: [atom() | tuple()],
  other_certificates: [binary()],
  other_crls: [binary()],
  pkcs7_content: binary() | nil,
  raw: map() | nil,
  signer_infos: [Cmsex.SignerInfo.t()],
  version: integer()
}


      



  


        

      


  

    
Cmsex.Signer 
    



      
A signer for Cmsex.sign/3: a certificate, its private key, and how to
sign. Cmsex.sign/3 also takes it as a plain map or keyword list with
the same fields, and turns it into this struct, whose Inspect leaves
the key out.
Fields:
	:certificate - the certificate of the signer, in DER. Required.
	:key - the private key, required: PKCS #8 in DER (such as the
private_key of a PKCS #12 file), a key record of :public_key
(RSAPrivateKey, ECPrivateKey, Ed25519 and Ed448 included, or a
decoded PrivateKeyInfo), or a function, for a key that never
leaves an HSM, a token or a KMS (see below).
	:chain - more certificates in DER that go in the message with
this signer's, such as its intermediates ([]).
	:digest - :sha256, :sha224, :sha384 or :sha512. The default
is SHA-256; SHA-512 for Ed25519 (RFC 8419); the hash of the key for
an RSASSA-PSS key with parameters; the hash of a ready digest given
as the content. Ed448 always takes SHAKE256 (RFC 8419).
	:rsa_padding - :pkcs1 (PKCS #1 v1.5, the default) or :pss
(RSASSA-PSS, with MGF1 of the same hash and a salt of the size of
the hash).
	:identifier - :issuer_and_serial (the default) or
:subject_key_identifier, which needs that extension in the
certificate.
	:signing_time - true (now, the default), false, or a
DateTime.
	:algorithm_protection - the CMSAlgorithmProtection attribute
(RFC 6211), which binds the algorithms to the signature (true).
	:signed_attributes - more signed attributes, as Cmsex.Attribute
structs, such as Cmsex.Attribute.signing_certificate_v2/2 ([]).
The content-type and message-digest attributes are always written
by Cmsex.sign/3, and so are signing-time and CMSAlgorithmProtection
unless turned off; none of them may be repeated here.
	:unsigned_attributes - unsigned attributes, as Cmsex.Attribute
structs ([]).
	:verify_signature - with a function as the key, verify what it
returns against the certificate before writing the message (true).

:digest, :rsa_padding, :identifier, :signing_time and
:algorithm_protection left out take the value of the option of the
same name of Cmsex.sign/3, or else the default.
A key as a function
The function is called once per signature with a map:
	:tbs - the bytes to sign.
	:hash - the hash of the signature, or nil for EdDSA.
	:digest - the hash of :tbs for RSA and ECDSA, which is what a
KMS usually signs; nil for EdDSA, which signs :tbs itself.
	:scheme - :rsa_pkcs1, :rsa_pss, :ecdsa, :ed25519 or
:ed448.
	:pss - for RSASSA-PSS, %{hash, mgf_hash, salt_length, trailer_field}; nil otherwise.

It returns {:ok, signature} or {:error, reason}. An ECDSA signature
is the DER Ecdsa-Sig-Value; for RSA PKCS #1 v1.5 the function signs the
digest and builds the DigestInfo itself, as any KMS does. An error, or a
signature that does not verify, is :signer_failed.
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    Types
  


    
      
        key()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        new!(signer)

      


        A signer from a map, a keyword list or a signer, with its fields
checked. A field that is unknown, missing, given twice or of the wrong
kind raises ArgumentError; whether the key and the certificate can be read is
checked by Cmsex.sign/3.
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      key()



        
          
        

    

  


  

      

          @type key() :: binary() | tuple() | (map() -> {:ok, binary()} | {:error, term()})


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Cmsex.Signer{
  algorithm_protection: boolean() | nil,
  certificate: binary(),
  chain: [binary()],
  digest: :sha224 | :sha256 | :sha384 | :sha512 | nil,
  identifier: :issuer_and_serial | :subject_key_identifier | nil,
  key: key(),
  rsa_padding: :pkcs1 | :pss | nil,
  signed_attributes: [Cmsex.Attribute.t()],
  signing_time: boolean() | DateTime.t() | nil,
  unsigned_attributes: [Cmsex.Attribute.t()],
  verify_signature: boolean()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      new!(signer)



        
          
        

    

  


  

      

          @spec new!(t() | map() | keyword()) :: t()


      


A signer from a map, a keyword list or a signer, with its fields
checked. A field that is unknown, missing, given twice or of the wrong
kind raises ArgumentError; whether the key and the certificate can be read is
checked by Cmsex.sign/3.

  


        

      


  

    
Cmsex.SignerInfo 
    



      
One signer of a SignedData message, as Cmsex.decode/2 reads it
(RFC 5652, 5.3). Reading checks the structure only; Cmsex.verify/2
checks the signature.
Fields:
	:version - 1 with an issuer and serial number, 3 with a subject key
identifier.
	:sid - which certificate signed: {:issuer_and_serial, issuer, serial}, with the issuer as the DER of its Name as received, or
{:subject_key_identifier, ski}.
	:digest_algorithm - the name of the digest algorithm in
Cmsex.OID, such as :sha256, or its OID.
	:signature_algorithm - the name of the signature algorithm, such as
:rsa_encryption, :sha256_with_rsa_encryption, :rsassa_pss,
:ecdsa_with_sha256 or :ed25519, or its OID.
	:signature_parameters - for :rsassa_pss, a map with :hash,
:mgf_hash, :salt_length and :trailer_field, the defaults filled
in; nil otherwise.
	:signed_attributes - a list of Cmsex.Attribute, in the order of
the message, or nil when the signer has none.
	:unsigned_attributes - a list of Cmsex.Attribute, empty when there
are none. These are not covered by the signature: anyone can add,
remove or change them.
	:signature - the signature value. It is also what a signature
time-stamp (RFC 3161, appendix A) and a countersignature cover.
	:deviations - what the library tolerated when reading, against
RFC 5652:	:signer_info_version - the version does not match the signer
identifier;
	:signed_attributes_not_der - the signed attributes are not in
DER; the signature is checked over the bytes as received;
	:signing_time_encoding - a signing time from 1950 to 2049 written
as GeneralizedTime.
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    Types
  


    
      
        pss_parameters()

      


        The parameters of RSASSA-PSS (RFC 4055, 3.1), with the defaults filled in.



    


    
      
        sid()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        attribute(signer_info, type)

      


        The first signed attribute of a type, a name of Cmsex.OID or an OID, or
nil.



    


    
      
        content_type(signer_info)

      


        The content-type attribute: the type of the signed content, as a name of
Cmsex.OID or an OID. :error when it is missing, repeated, or not a
single OID.



    


    
      
        countersignatures(signer_info, opts \\ [])

      


        The countersignatures of this signer (RFC 5652, 11.4): each a SignerInfo
over the signature of this one. They are read, not verified; see the
:countersignatures option of Cmsex.verify/2. Takes the limits of
Cmsex.decode/2.



    


    
      
        message_digest(signer_info)

      


        The message-digest attribute: the digest of the content. :error when it
is missing, repeated, or not a single OCTET STRING.



    


    
      
        signature(signer_info)

      


        The signature value of the signer. It is what a signature time-stamp
covers (RFC 3161, appendix A): the time-stamp request hashes these
bytes, and the token goes back in an unsigned attribute with
Cmsex.add_unsigned_attribute/4. A countersignature covers it too
(RFC 5652, 11.4).



    


    
      
        signing_time(signer_info)

      


        The signing-time attribute. It is what the signer claims, not a fact
anyone checked. :error when it is missing, repeated or malformed.



    


    
      
        unsigned_attribute(signer_info, type)

      


        The first unsigned attribute of a type, such as :time_stamp_token, or
nil. Unsigned attributes are not covered by the signature.
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      pss_parameters()



        
          
        

    

  


  

      

          @type pss_parameters() :: %{
  hash: atom(),
  mgf_hash: atom(),
  salt_length: non_neg_integer(),
  trailer_field: pos_integer()
}


      


The parameters of RSASSA-PSS (RFC 4055, 3.1), with the defaults filled in.

  



  
    
      
    
    
      sid()



        
          
        

    

  


  

      

          @type sid() ::
  {:issuer_and_serial, binary(), integer()}
  | {:subject_key_identifier, binary()}


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Cmsex.SignerInfo{
  deviations: [atom()],
  digest_algorithm: atom() | tuple(),
  raw: map() | nil,
  sid: sid(),
  signature: binary(),
  signature_algorithm: atom() | tuple(),
  signature_parameters: pss_parameters() | nil,
  signed_attributes: [Cmsex.Attribute.t()] | nil,
  unsigned_attributes: [Cmsex.Attribute.t()],
  version: integer()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      attribute(signer_info, type)



        
          
        

    

  


  

      

          @spec attribute(t(), atom() | tuple()) :: Cmsex.Attribute.t() | nil


      


The first signed attribute of a type, a name of Cmsex.OID or an OID, or
nil.

  



  
    
      
    
    
      content_type(signer_info)



        
          
        

    

  


  

      

          @spec content_type(t()) :: {:ok, atom() | tuple()} | :error


      


The content-type attribute: the type of the signed content, as a name of
Cmsex.OID or an OID. :error when it is missing, repeated, or not a
single OID.

  



    

  
    
      
    
    
      countersignatures(signer_info, opts \\ [])



        
          
        

    

  


  

      

          @spec countersignatures(t(), keyword()) :: {:ok, [t()]} | {:error, Cmsex.Error.t()}


      


The countersignatures of this signer (RFC 5652, 11.4): each a SignerInfo
over the signature of this one. They are read, not verified; see the
:countersignatures option of Cmsex.verify/2. Takes the limits of
Cmsex.decode/2.

  



  
    
      
    
    
      message_digest(signer_info)



        
          
        

    

  


  

      

          @spec message_digest(t()) :: {:ok, binary()} | :error


      


The message-digest attribute: the digest of the content. :error when it
is missing, repeated, or not a single OCTET STRING.

  



  
    
      
    
    
      signature(signer_info)



        
          
        

    

  


  

      

          @spec signature(t()) :: binary()


      


The signature value of the signer. It is what a signature time-stamp
covers (RFC 3161, appendix A): the time-stamp request hashes these
bytes, and the token goes back in an unsigned attribute with
Cmsex.add_unsigned_attribute/4. A countersignature covers it too
(RFC 5652, 11.4).

  



  
    
      
    
    
      signing_time(signer_info)



        
          
        

    

  


  

      

          @spec signing_time(t()) :: {:ok, DateTime.t()} | :error


      


The signing-time attribute. It is what the signer claims, not a fact
anyone checked. :error when it is missing, repeated or malformed.

  



  
    
      
    
    
      unsigned_attribute(signer_info, type)



        
          
        

    

  


  

      

          @spec unsigned_attribute(t(), atom() | tuple()) :: Cmsex.Attribute.t() | nil


      


The first unsigned attribute of a type, such as :time_stamp_token, or
nil. Unsigned attributes are not covered by the signature.

  


        

      


  

    
Cmsex.Verified 
    



      
The result of Cmsex.verify/2.
Fields:
	:content - the content the signatures cover, when the message
carries it; nil for a detached signature, whose content the caller
gave.
	:content_type - the type of the content, as signed.
	:signed_data - the message, as Cmsex.decode/2 reads it.
	:signers - the signers that verified, in the order of the message.

Each signer is a map:
	:index - the position of the signer in the message, from 0.
	:certificate - the certificate, in DER, whose key verified the
signature. Without the :trust option nothing says who owns it: it
may have come in the message itself.
	:signer_info - the Cmsex.SignerInfo.
	:signing_time - the signing-time attribute, or nil. It is what
the signer claims, not a checked fact.
	:path - with :trust, the validated certificate path, root first
and this certificate last; nil otherwise.
	:deviations - what was tolerated: those of the SignerInfo, and
:ed25519_digest for an Ed25519 signer with a digest algorithm other
than SHA-512.
	:countersignatures - with countersignatures: true, the
countersignatures of this signer, verified, each a map like this
one; [] otherwise.

Unsigned attributes, such as time-stamps and countersignatures, are not
covered by the signature. Countersignatures are only verified with
countersignatures: true.
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      signer()



        
          
        

    

  


  

      

          @type signer() :: %{
  index: non_neg_integer(),
  certificate: binary(),
  signer_info: Cmsex.SignerInfo.t(),
  signing_time: DateTime.t() | nil,
  path: [binary()] | nil,
  deviations: [atom()],
  countersignatures: [signer()]
}


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Cmsex.Verified{
  content: binary() | nil,
  content_type: atom() | tuple(),
  signed_data: Cmsex.SignedData.t(),
  signers: [signer()]
}


      



  


        

      


  

    
Cmsex.Error exception
    



      
Why a CMS message could not be read, verified, written or decrypted.
The functions of Cmsex return it as {:error, %Cmsex.Error{}}, and their
bang variants raise it. Match on :reason; :signer is the position of
the signer in the message (from 0) when the error belongs to one signer,
or a list of positions for a countersignature ([0, 1] is the second
countersignature of the first signer); :recipient is the position of
the recipient in the list given to Cmsex.encrypt/3 when the error
belongs to one; :detail adds what went wrong where that helps, such as
the OID of an unknown algorithm, a tuple, which the message shows in
dotted form.
Reading:
	:malformed - not valid BER, or not the structure that was expected.
	:invalid_pem - no PEM block with a label this library reads, or
invalid Base64.
	:unsupported_content_type - a ContentInfo of a type the function
does not handle; detail is its OID.
	:limit_exceeded - the message goes beyond a limit; detail is the
option, such as :max_depth or :max_signers.

Content:
	:no_signers - the message has no signers (a certificate bundle).
	:content_required - a detached message, or one that needs the whole
content, was given without it.
	:unexpected_content - content given for a message that carries its
own.

Signers and algorithms:
	:signer_not_found - no certificate matches the signer identifier.
	:unsupported_algorithm - an algorithm this library does not
implement; detail is its OID.
	:weak_algorithm - SHA-1 without allow_sha1: true, or MD5.
	:weak_key - an RSA key shorter than :min_rsa_bits.
	:algorithm_mismatch - the algorithms of a signer do not agree with
each other or with the CMSAlgorithmProtection attribute.
	:key_mismatch - the key of the certificate is not of the kind the
algorithm needs.

Attributes and signatures:
	:missing_attribute - a required attribute is missing; detail is
which.
	:invalid_attribute - a malformed or repeated attribute, or one with
the wrong number of values; detail is which.
	:content_type_mismatch - the content-type attribute is not the type
of the content.
	:digest_mismatch - the message-digest attribute, or the digest of
a DigestedData, is not the digest of the content.
	:invalid_signature - the signature does not verify.
	:signing_certificate_mismatch - the signing-certificate attribute
names another certificate.
	:untrusted - the certificate path did not validate; detail is the
reason given by :public_key.

Writing:
	:invalid_key - the private key cannot be read.
	:invalid_certificate - a certificate cannot be read.
	:key_certificate_mismatch - the private key is not the key of the
certificate.
	:signer_failed - the signing function returned an error, or a
signature that does not verify.
	:invalid_recipient - a recipient cannot be used for encryption;
detail says why.

Decrypting and MACs:
	:recipient_not_found - no recipient of the message matches the
credentials that were given.
	:decryption_failed - the message does not decrypt with that key, or
it was changed. The library gives no other detail, on purpose.
	:not_available - the algorithm is known, but the :crypto
application of this system (its OpenSSL) refuses it, such as RC2
without the OpenSSL "legacy" provider; detail is the algorithm.
	:invalid_mac - the MAC of an AuthenticatedData does not check
with the key of the recipient, or the key does not unwrap. As with
:decryption_failed, nothing tells these apart.

An error never carries key material, passwords or the content.
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          @type reason() ::
  :malformed
  | :invalid_pem
  | :unsupported_content_type
  | :limit_exceeded
  | :no_signers
  | :content_required
  | :unexpected_content
  | :signer_not_found
  | :unsupported_algorithm
  | :weak_algorithm
  | :weak_key
  | :algorithm_mismatch
  | :key_mismatch
  | :missing_attribute
  | :invalid_attribute
  | :content_type_mismatch
  | :digest_mismatch
  | :invalid_signature
  | :signing_certificate_mismatch
  | :untrusted
  | :invalid_key
  | :invalid_certificate
  | :key_certificate_mismatch
  | :signer_failed
  | :invalid_recipient
  | :recipient_not_found
  | :decryption_failed
  | :not_available
  | :invalid_mac


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Cmsex.Error{
  __exception__: true,
  detail: term(),
  reason: reason(),
  recipient: non_neg_integer() | nil,
  signer: non_neg_integer() | [non_neg_integer()] | nil
}
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